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Abstract 

As a result of the introduction of digital technologies in all spheres of society, various latest 

technologically conditioned risks and threats have become various. It requires the formation 

and implementation of a legal mechanism for further development and operation of the 

system ensuring information security, taking into account the effects of digitalization and 

transformation of society. The purpose of this study is development of scientifically 

substantiated proposals and recommendations for implementation legal mechanisms for 

information security in the context of digitalization. The relevance of this study is due to the 

needlegal regulation of relations in the information sphere, formation of a system of 

https://orcid.org/0000-0002-1687-1172
https://orcid.org/0000-0001-6101-2951
https://orcid.org/0000-0002-5458-8976
https://orcid.org/0000-0003-2608-6781
https://orcid.org/0000-0002-1827-1699
https://orcid.org/0000-0001-7413-9425


The Legal Mechanisms for Information Security in the context of Digitalization 26 

 

protection and counteraction to cybercrime. To achieve the goal of the study, methodological 

principles and approaches of legal science were used. The results of the analysis showed that 

the most significant mutual influence is demonstrated by a group of indicators of the state's 

institutional capacity and a group of indicators of the digital capacity of the national economy 

and cybersecurity. This study substantiates the main directions of accelerating the 

optimization of the institutional system of cybersecurity in Ukraine, which provides for two 

key areas: legal and organizational. The legal mechanisms include further improvement and 

harmonization of the regulatory framework, the formation of relevant legal norms, state 

policy in the field of information security. The organizational measures are aimed at 

improving the efficiency of responsible institutional structures - the subjects of cybersecurity - 

by increasing their capabilities, eliminating duplication in the exercise of their powers, taking 

into account the best practices of international and European experience. The core of the 

integrated information security system is the National Cyber Security Coordination Center. 

 

Keywords: Legal mechanisms; Informational security; Cybersecurity; Digitization; 

Institutional system for cybersecurity. 
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Introduction 

The active introduction of digital technologies has become another challenge for humanity, as 

the problem of information security has become more acute. According to Gartner analysts, 

global spending on automated information security systems and integrated risk management 

(IRM) in 2020 reached $ 133.78 billion, which is 6.4% more than a year earlier. Such market 

growth rates reflect the continued demand for technology for remote operation and cloud 

security. There is a tendency of increasing automation and further introduction of machine 

learning technologies and artificial intelligence. And, therefore, to combat attacks, 

organizations will expand and standardize the work of identifying threats and responding to 

them. The studies have shown that the cyber risk management technology segment in 2020 

showed steady growth due to the risks associated with the global crisis caused by the COVID-

19 coronavirus pandemic. The areas of significant risks that will stimulate further demand are 

related to the emergence of new digital products and services and their use for health and 

safety, as well as third-party risks such as risks of leakage of customer data or attacks on 

supply channels. The serious consequences of such risks lead to an escalation of the current 
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data leakage crisis and the acceleration of attacks by extortionist viruses. The figure 1 presents 

statistics on data leakage over the past fifteen years. 

 

Figure 1. The volume of unauthorized data leaks for 2005-2020. 

2020 was a record year for the level of unauthorized use of information. Due to the 

imperfection of protection, there are unauthorized managers of information, whose activities 

are partly in the illegal area. 

With the development of technology, the importance of information as a resource for 

development has expanded, and the importance of intellectual capabilities of citizens has 

increased. However, the lack of knowledge and methodological basis for the practical 

application of digital methods of processing and storage of information can cause serious 

engineering and humanitarian and educational problems and even disasters. They require 

scientifically sound approaches to the definition of fundamental concepts in legislative and 

regulatory documents: "information", "information resource", "information security" and so 

on. 

Unresolved in Ukraine a number of legal issues related to the information and 

communication sphere, with the advent of digital technologies is becoming a danger. The 

communication processes become much more complicated, new types of relationships emerge 

- all this increases risks and threats, changes their quality, which makes it impossible to 

confront them with the help of current law. A new type of crime is emerging and becoming 

more complicated - organized cybercrime. Therefore, the main tasks for the prevention of 

threats in the information and communication sphere are: protection of critical information 

infrastructure; protection of personal data; security of information and communication 

ergasystems, state structures; protection of the working environment and technologies.  
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Therefore, the digitalization of society and the economy, which is based on the network 

use of digital information and communication technologies, requires adequate legal support. 

After all, the digital technologies are associated with the emergence of various new 

technology-driven risks and threats. In addition, digitalisation is the cause of institutional 

transformation, which should also have a legal basis. All of the above requires the formation 

and implementation of a legal mechanism for further development and operation of the 

system ensuring information security, taking into account the effects of digitalization and 

transformation of society. 

The purpose of the study is to develop scientifically sound proposals and 

recommendations for implementation legal mechanisms for information security in the 

context of digitalization. 

The object of study - there is a process of formation social relations that arise in the 

implementation of information processes and relations of subjects under the influence of 

development of new network systems of communication with the rules and requirements.  

Subject of study - features of legal regulation in the field ensuring information security in 

the context of digitalization. 

There is a high level of competition between countries for data resources in the world, 

and the sovereignty of data in the context of digitalization faces serious challenges. Yes, the 

United States has a liberal policy on cross-border data flows. Such a policy enables 

companies operating on the Internet (Facebook, Twitter, YouTube, etc.) to have the primary 

advantage over the flow of data across borders. Instead, very strict regulatory measures (white 

list, standard contracts) have been introduced in the EU countries. France has already 

introduced new cybersecurity rules for critical infrastructure operators. In September 2020, 

the Chinese Ministry of Foreign Affairs published the Global Data Security Initiative. Yes, it 

is proposed that global digital governance adhere to the principles of multilateralism, security 

and development, as well as honesty and justice. Some countries (Japan, Singapore) have 

already passed laws on personal data protection. At the same time, risk management issues for 

cross-border data flow remain unresolved. 

The EU member states, the NATO members, the international corporations and the 

experts unanimously recognize Russia and its actions in cyberspace as a major threat to 

international cybersecurity. Active reconnaissance and sabotage in cyberspace is part of 

Russia's hybrid war against Ukraine. Russia's destructive activity poses a real threat of acts of 

cyberterrorism and cyber diversion against the national information infrastructure. The 

situation is geopolitical in nature, the intensity of interstate confrontation and intelligence and 

subversive activities in cyberspace is projected to increase. The consequence of such 

processes is the expansion of the circle of states that will try to form their own cyberspace, to 

master modern technologies of reconnaissance and sabotage in cyberspace. The need for legal 
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regulation of relations in the information sphere is due to extraterritoriality. Therefore, 

regulatory mechanisms should be multilevel, given the actual lack of borders for the 

dissemination of information. An Informatization, the Internet, the digital technologies in 

public administration have created the latest phenomenon "e-state", "e-government" and so 

on. This requires appropriate changes in the legal mechanisms of state and legal institutions. 

Today, information is an important resource of any state on which the national security of the 

country depends. Adequate and effective legal provision of information security is an urgent 

need in the conditions of development of Ukraine as a democratic and legal state. The study 

examines the experience of Ukraine through the prism of world experience of legal 

mechanisms for information security in the context of digitalization. 

Literature Review   

The development of information technology is characterized by the expanded and 

comprehensive use of information technology and systems. The strengthening information 

security is based on ensuring the reliability, confidentiality, integrity and availability of state 

information resources, information with limited access, in particular that circulating on the 

objects of economic information infrastructure in the context of information and hybrid wars 

(Krasnobayev et al., 2016; 2019). As a result of active implementation technologies in all 

spheres of life of people and society there are the newest types of interaction of economic 

agents (virtual or "hybrid world"). Such interactions are the result of a fusion of real and 

virtual worlds, where it is possible to perform appropriate actions, the consequences of which 

are felt in the real world through the virtual. Ensuring information security of the national 

economy, taking into account the processes of digitalization is possible provided that the 

principles of connectivity, system, synergy, which involves the interaction of security system 

components at the macro and micro levels (Yanko et al., 2018). As studies show (Kirkham et 

al., 2013; Yarovenko, 2020; Zavhorodnii et al., 2021) digital transformation affects not only 

the introduction of digital technologies, but also the transformation of horizontal and vertical 

business processes, optimization of operating procedures, changes in established models and 

formats of interaction between participants in the value chain. The latest technological 

solutions require complementary investment in improving organizational practices, employee 

competency development, data culture and digital solutions (Iatsyshyn et al., 2020; 

Romanenko & Chaplay, 2016). New threats and challenges in institutional transformations 

are emerging, which is a powerful destabilizing factor for the sustainable development of any 

country. Research identifies a wide range of issues related to information security. 

Of course, there is an active scientific search for ways to regulate the development of the 

economy in the information society, the legal aspects of information security, standardization 

and development of strategic documents in this area. The need to use standardization to 

improve information security is emphasized Topa & Karyda (2019). He systematizes 

cybersecurity strategies in Latin America in his study Kosevich (2020), author considers the 

https://www.sciencedirect.com/science/article/pii/S2666764921000163#bbib6
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impact of information security on the development of countries. The ways of counteracting 

information threats and risks of different countries are formed in different ways. Influential 

factor of differences Dincelli (2018) highlights the features of national culture and the 

confidentiality of people's behavior, which determines the character strategies to combat 

information threats. External information has a negative impact on the country's information 

environment, especially under the influenceforeign policy conflicts (Kirilenko & Alexeyev, 

2018; Marhasova et al., 2020). Thus, the issue of information space is complex. 

The information space of the country is a structurally-segmented complex of 

communication-content dimension of the life of the country, which consists of different in 

scale and nature of interaction of different elements. The main elements of the information 

space of the country are presented in Figure 2. 

 

Figure 2. Components of the information space of the country 

The information space of the country is formed by information fields, information 

environments and geopositional points of separate information objects: 

1. Information fields of territories and large cities are local mass media, mass media and a 

number of social networks. That is, it is the whole segment that is present in a given area and 

interacts with each other. 

2. Communication and content environments of settlements and united territorial 

communities. This is a fairly new phenomenon that has not yet been fully formed. The 

communities are gradually becoming the center of life. It's only a matter of time. 

3. Geopositional points of individual information objects. When a resonant event in a 

particular point or locality becomes very popular. Such points will always be. We can 

mention, for example, the Kerch Strait in 2018. 

The information coming into the national information space must be safe for this space. 

The information security is a state in which, in the conditions of real and potential threats, 

self-preservation, sustainable and progressive development of the information sphere is 
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ensured. And this level of security, its criteria for ensuring national interests and inviolability 

of values, must be enshrined in law and regulated. 

The scientific interest in digitalization technologies is represented by research related to 

the introduction of legal protection in economics, finance and management of blockchain 

technologies, artificial intelligence, cryptography, cloud technologies, knowledge 

management, etc. 

Klyaus & Gatchin (2020) developed a mathematical model of information protection by 

means of control of optimization and evaluation of information, ensuring the effectiveness of 

the security system using the gradient method. Apply the method of fuzzy logic to protect 

personal data is proposed Dorosh et al. (2019). Blockchain technologies are considered to be 

promising methods of information protection (Warkentin & Orgeron, 2020). Brozhova et al. 

(2016) consider qualitative and quantitative data of the network process, options for network 

development decisions. 

Issues of information security relate to information, the phenomenon of cybercrime and 

the prevention of cyber threats, risks, research on information security issues at the level of 

society, the state of the individual. 

In his scientific research Li et al. (2021), Kuznetsov et al. (2019) provide a methodology 

for identifying risk areas and classifying the level of risk to support early warning decisions. 

D'elia (2018) suggested that in order to improve the mechanism of cybersecurity, industrial 

policy should take into account market-oriented goals and no less important tasks related to 

data protection and technological independence. 

The success factors of information security management are investigated in accordance 

with the security of business activities, support of senior management, security control and 

organizational awareness (Ključnikov et al., 2019; Singh & Gupta, 2019). An effective means 

of information security management in the enterprise is to build an automated security 

information system (Bekmuratov et al., 2020; Klochanet al., 2021). An important aspect is the 

legal provision of information security of man, society, state (Hubanovaet al., 2021; 

Bondarenko et al., 2021). 

There are enough laws and regulations on information security and data security in the 

world. 

The legal regulation of information security is a form of authoritative legal influence on 

public information relations, which has carried out by the state in order to organize, 

consolidate and ensure them. 

However, as practice shows, in general, such laws and regulations are not yet fully 

developed, which reveals problems such as the lack of comprehensive legislation and further 

https://www.sciencedirect.com/science/article/pii/S2666764921000163#bbib8
https://www.sciencedirect.com/science/article/pii/S2666764921000163#bib3


The Legal Mechanisms for Information Security in the context of Digitalization 32 

 

interpretation, as well as inadequate coordination between protection and development. The 

legislation has limited territorially through different laws on different continents (Sagan et al., 

2020; Bondarenko et al., 2021). In addition, the internationalization of data circulation, 

possession of personal data exacerbates the need for a legal framework with international 

standards to resolve data issues and resolve disputes between countries. 

Thus, the literature review showed the main directions of scientific research to ensure 

information security by legal mechanisms: 

1) the legal regulation of information security of the country is determined by the degree of 

regulation by national legislation and norms of international law of public relations in the 

field of combating threats to national interests in the information sphere. A national data 

protection strategy needs to be developed. That is, the issue of ensuring information security 

by means of strengthening the coordination of the information security strategy with the 

national security strategy and national strategic resources is actualized. 

2) The cyber influence is carried out in the information space via the Internet, so, in our 

opinion, it is necessary to include cybersecurity in the information security of the country.  

3) The regulatory policies for the cross-border flow of critical data and user information in 

key areas such as communications and finance need to be further improved. The assessment 

of cross-border data flows should be strengthened and appropriate international standards and 

regulations established. 

4) The legal regulation of information security of the country - a single system of legal 

support of public relations in the field of countering threats to national interests. Therefore, it 

is important to promote the rule of law in the field of information security and data 

confidentiality. Implementation rules for existing laws and regulations need to be refined. The 

scope for adjusting existing laws needs to be expanded, and data ownership laws need to be 

drafted quickly to clarify the extent of big data ownership. At the present stage, the state 

information policy should envisage and solve tasks related to the harmonious provision of 

information security of the individual, society and the state. 

5) The issue of improving the classification of data and the system of hierarchical supervision 

of information is relevant. The system of management and protection of information and data 

will help to maximize the detection of data value, while protecting data security and personal 

confidentiality. The data classification system should be started in terms of improving the 

effectiveness of supervision and adopt different regulatory measures and legal requirements 

for data of different classification units. At the business level, it is advisable to develop a 

classification and evaluation system based on industry practices of data protection, data flow 

and data compliance. 
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Methodology 

The basis of this study were the methodological principles and approaches of legal science, 

which were used to solve problems. The work used a comprehensive analysis of legal 

mechanisms, measures and results of information security of Ukraine. The analysis was 

performed using general scientific methods - description, analysis, synthesis, induction, 

deduction, abstraction, classification. The method of induction, which consists in the 

generalization and systematization of empirical material, was used to conduct a 

comprehensive analysis of information securityas an important component of national 

security. The interrelations of the main components of information security of the state are 

clarified, justified interdependence of the state of information legislation and legal support of 

information security of Ukraine.  

The conceptual scheme of information security of the country has presented in Figure 3. 

 

Figure 3. Conceptual scheme of information security 

The system approach allowed approaching the consideration of the structural components 

of the information security system of Ukraine. The Figure 4 shows the main features of 

information security. The system approach acts not only as a determinant and "measurer" of 

the system of the subject, but also a kind of breeder in choosing the necessary legal regulators 

(Anderson & Moore, 2006; Babenko, 2020). In this study, the systems approach is reflected in 

the consideration of information security as a system of public relations, as well as in the 

proposals formulated on its basis for systematization of legislation and activities of the 

national cybersecurity system aimed at protecting information security. The structural and 

functional political analysis allowed to clarify the roles and functionality of structural units 

that provide information security, functioning of subjects of information security of the state, 

established collegial advisory bodies for information protection at the executive bodies of 

state power.  
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On the basis of the structural-functional method, the activity of ensuring information 

security by the executive bodies of state power of Ukraine was considered, the conformity of 

normative-legal acts with which the modern system of legal provision of information security 

of the state has associated with real public relations in this sphere and international standards 

is determined. The institutional method allowed analyzing the activities of public authorities 

that make up the system of information security of Ukraine. 

 

Figure 4. Key components of information security  

The comparative legal methodis the basis of a study of international experience in the 

legal provision of information security of the state. To understand the evolution of the 

concepts of information society, as well as concepts for the organization of public 

administration, which are associated with rethinking the role of the state in society in the 

context of digitalization, used historical-descriptive method of historical knowledge. The 

analysis of statistical data, qualitative analysis of the documents used in research was carried 

out. The methods used together allowed to identify priority legal mechanisms and develop 

recommendations for optimizing the activities of the national cybersecurity system to ensure 
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information security. The information and factual basis of the study was formed by the laws 

of Ukraine, decrees of the President of Ukraine, the regulatory framework of relevant 

ministries and departments, reporting and analytical information of the State Statistics Service 

of Ukraine; data from the World Bank, Eurostat, Global Web Statistics “Statoperator”; 

analytical reviews of international rating agencies Deloitte, IBM, e-Governance Academy, 

International Telecommunication Union, Ponemon Institute, etc .; internal documentation of 

banks and enterprises; research results. 

Results 

Current state of information security, index analysis  

The digital business has created a new ecosystem in which partners add new business 

opportunities and new security threats. CISOs must strike a balance between what is needed 

in cybersecurity and the risks that each participant must take in order to be able to develop, 

with proper cybersecurity management (Burke et al., 2019). The input data that characterize 

the interdependence of the following factors were selected for the study: 

- the level of information security of the country; 

- the level of development of the country.  

Stage 1. Let's define the indicators used to determine the level of information security of the 

country. To this end, a study of official sources in the field of information security and the 

results of scientific achievements of modern researchers in the field of information security 

(Yunis & Koong, 2015; Jazri et al., 2018; Yarovenko, 2020; Warkentin, & Orgeron, 2020; 

Bondarenko et al., 2021). As a result of the study, five indicators have been identified that 

characterize the individual components of information security, but together they can become 

the basis for identifying key issues and areas of information security - Fig. 5. 

 

Figure 5. Information security indicators  
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Indicators that determine the state and prospects of information security at the macro level 

are as follows:  

• The Global Cybersecurity Index (GCI) - characterizes the level of cybersecurity for 

member countries of the International Telecommunication Union; 

• The National Cyber Security Index (NCSI) - determines the level of readiness of the 

country to counter cyber threats; 

• ICT Development Index (ICTDI) - measures the level of information technology 

development in the country;  

• Networked Readiness Index (NRI) - determines the degree of technological readiness of 

the country for the application of the latest information and communication technologies in 

various fields; 

• Digital Development Level (DDL) - characterizes the level of digitalization of the country. 

We propose to call the group of selected indicators that measure information security 

indicators of the country's digital capability and cybersecurity.  

Stage 2. Let's consider each of the selected indicators - to identify problematic aspects of 

information security. 

1) The Global Cybersecurity Index (GCI) measures the level of cybersecurity of states, as 

well as their readiness to prevent cyber attacks and cybercrime in five areas - technical 

measures, legal measures, organizational measures, capacity building, cooperation (GCI, 

2020). According to the report, the top five included Britain, the United States, France, 

Lithuania and Estonia. The index indicators of these countries, as well as Ukraine, are 

presented in Figure 6. 
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Figure 6. The Global Cybersecurity Index (GCI) of the countries with the highest level of 

cybersecurity, as well as Ukraine (GCI, 2020) 

The experts have referred Ukraine to the group of countries that are "maturing" in the 

cybersecurity sector. The analysis of the data presented in the table confirms the existence of 

unresolved problems in Ukraine on cyber security and the need to improve both 

organizational, legislative and technical measures that have already been implemented in 

leading countries and have achieved high global index. 

2) The National Cyber Security Index (NCSI) 2020 has identified Ukraine as the 25th largest 

country in the world (Fig. 7). 
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Figure 7. The National Cyber Security Index, Ukraine (NCSI, 2020) 

The main problems of Ukraine in the field of security National Cyber Security is: 

• weak protection of digital services; 

• lack of a comprehensive cyber crisis management system. 

The information security threats:  

• dissemination of unreliable information;  

• external influences on public consciousness;  

• informational influences on immunity;  

• uncontrolled activity of some mass media, etc. 

If we compare the ratings of the countries on the Global Cybersecurity Index (GCI) and 

the National Cyber Security Index (NCSI), the data show that the GCI index of most countries 

has ratings above average, while NCSI - the vast majority have average values. So, obviously, 

the problems are related to the ability of the tools used by a particular country to overcome all 

kinds of cyber threats. Studies have shown that in general the general state of the national 

cybersecurity system is fully consistent with the level of economic development of the 

country. That is, there is a direct impact of the level of development on the state of 

information security of the country. 

3) ICT Development Index (ICTDI) - an integrated indicator, calculated since 2009 on the 

basis of 11 indicators, which are grouped into sub-indices for three groups of processes: 

access to ICT, use of ICT and ICT skills. In 2018, the index was supplemented by three new 

indicators: subscriptions to mobile broadband Internet traffic, the percentage of mobile phone 

owners and the percentage of people with information and communication technology skills. 

The index brings these indicators together as a single criterion that serves to compare the 

achievements of countries in the development of ICT and can be used as a tool for 

comparative analysis at the global, regional and national levels. The main goals of IDI are to 

measure: 
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• the level and evolution over time of ICT development in countries and the experience of 

these countries; 

• progress in ICT development in both developed and developing countries; 

• digital divide, ie differences between countries in terms of their level of ICT development; 

• The potential for ICT development and the extent to which countries can use it to enhance 

growth and development in the context of existing opportunities and skills. 

The process of ICT development in conjunction with the evolution of the country on the 

formation of the information society is a three-stage model (Fig. 8). 

 

Figure 8. The model of evolution of the country - the formation of the information society 

According to the presented model, the formation of the information society includes the 

following stages: 

Stage 1: ICT readiness - reflects the level of network infrastructure and access to ICT; 

Stage 2: ICT intensity - reflects the level of ICT use in society;  

Stage 3: Impact of ICT - reflects the effects / results of more efficient and effective use of 

ICT. 

Studies show that mobile and broadband Internet traffic services are available in most 

European countries (Figure 9). 
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Figure 9. Availability of mobile and broadband Internet traffic services - by income level in Europe, 

2020 

Note: The prices in terms of adjusted monthly income per capita for the average, bottom 40 per cent and highest 

40 per cent consumers are shown on the left vertical axis; every green square indicates a population decile that 

can afford a basket (price relative to adjusted monthly income is 2 per cent or less), conversely, every gray 

square indicates a population decile that cannot afford a basket.  

* Data for Albania, Georgia, Moldova, Ukraine, Serbia and Turkey are based on consumption distribution.  

Source: Price data from ITU and A4AI; income and consumption expenditure data from World Bank PovcalNet 

As can be seen from Figure 8, the unavailability of services - due to low incomes - has 

already led to significant digital gaps, which inevitably affects the ability of countries to 

ensure their information security.  

The reference mobile broadband basket was available to the entire population in 22 of the 

40 countries covered. Despite the generally good state of communication in Europe, a large 

part of the population cannot afford broadband Internet traffic in the Eastern part of Europe: 

in Bulgaria and Northern Macedonia (40 percent of the population).  

In Ukraine, about 30 percent of the population cannot afford any of the baskets. 
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4) the Networked Readiness Index (NRI) - is a comprehensive indicator that measures the 

level of development of ICT and digital economy in the world by 62 main parameters, which 

are grouped into four main groups:  

A. A technologies - the level of information and communication technologies, which are a 

prerequisite for the country's participation in the world economy, has assessed. Namely: 

access opportunities (fundamental level of ICT in countries, including communication 

infrastructure and accessibility), content (type of digital technology produced in countries, as 

well as content / applications that can be deployed locally) and readiness for future 

technologies (countries' readiness for the future in the digital economy and new technological 

trends such as artificial intelligence (AI) and the Internet of Things (IoT). 

B. A people - assess the willingness of citizens, business and government to use ICT (have 

access, resources and skills for their productive use in the economy).  

C. The management - assesses the level of control over the process of transforming the 

economy into digital. Namely: the level of trust (cybersecurity, security and confidentiality 

issues), regulation (facilitating government regulation of the digital economy) and 

connectivity (digital divide within the country and managing to address issues such as gender 

inequality, disability and socio-economic status). 

D. The impact - the impact of the development of ICT and digital economy on the growth of 

the socio-economic condition of the country and the welfare of the population has assessed. 

Namely, the economy (economic effect of participation in the development of the digital 

economy), quality of life (impact of the digital economy on the social sphere) and the 

country's contribution to achieving the goals of sustainable development (hereinafter - CSD) 

are assessed and indicators such as health, education and the environment.  

The 2020 study made methodological changes to two subcomponents: trust (conceptually 

and significantly enhanced by the inclusion of indicators related to two aspects of digital trust: 

trust, environment and behavior) and the contribution to the CSR (redesigned so that each 

indicator was clearly tied to the specific task of the CSW: good health and well-being; quality 

education; gender equality; available and clean energy; sustainable cities and communities). 

A significant feature of the top 10 countries (2020) is that they are successful in most NRI 

parameters (Table 1).  
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Table 1. Leading countries in terms of NRI, top 10, 2020 (NRI, 2020) 

 

In Western Europe, there is a dominance in the ranking of countries that are in the top ten 

ranking of countries with the most developed ICT and digital economy. Signs that distinguish 

the indicators of the economy with the highest rating: 

• development of ICT infrastructure; 

• introduction of digital innovative technologies; 

• readiness of citizens, businesses and government agencies to use ICT;  

• sufficiently high level of knowledge and beginners in the development of digital 

technologies; 

• high quality of digital services; 

• approaches of states in the part concerning ensuring wide access to ICT or regulation in 

this sphere of economic activity;  

• high level of implementation of innovative technologies, such as artificial intelligence, 

robotics, Internet of Things, 5G, and the amount of investment directed at them. 

Ukraine continues to be an outsider in the European region (+3 positions, 64th place out 

of 134 countries analyzed, or 49.43 points, while the average number of points in the 

European region is 64.21 points) (Fig. 10). 
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Figure 10. The Network Readiness Index, Ukraine, 2020 (NRI, 2020) 

Ukraine is classified as a low-income country.  

In four main groups, according to which the analysis of countries was conducted, Ukraine 

took:  

• 62nd place or 41.51 points - in the group "Technology" (European average - 59.93 points); 

• 65th place or 48.87 points - in the group "People" (European average - 59.89 points); 

• 58th place or 58.19 points - in the group "Management" (European average - 72.98 points); 

• 79th place or 49.16 points - in the group "Influence" (European average - 64.04 points).  

According to the level of achievement of the UN Sustainable Development Goals - 

Ukraine ranks 91st.  The weaknesses of Ukraine include:  

• quality of legislation (87th place or 46.57 points), including the regulation of ICT activities 

(75th place or 41.66 points);  

• 4G mobile coverage (129th place or 3 points); 

• number of mobile broadband subscribers (102 place or 17.56 points); 

• availability of clean energy (128th place or 23.7 points); 

• cost of mobile phones (113 place or 21.72 points); 

• low level of well-being and opportunities to freely choose the path of implementation (109 

and 105 place respectively or 57.88 points);  

• potential life expectancy (86th place or 58.97 points); 

• low ability to use digital platforms in rural areas (93rd place or 53.97 points).  
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The strengths of the country include: 

• the level of literacy of the adult population and legislation in the field of e-commerce (1 

place or 100 points); 

• number of subscribers with a speed of fixed Internet connections of 10 Mbps (16th place or 

95.72 points); 

• international Internet bandwidth per user (50th place or 70.28 points); 

• the possibility of adapting the legal framework to new technologies (43rd place or 50.29 

points); 

• affordability of mobile services (46th place or 70.14 points); 

• provision of primary school with the Internet (40th place or 57.79 points); 

• Web services for IT hosting (34th place); 

• opportunity to start a business, e-democracy, availability of innovative technologies (49th 

place or 53 points);  

• the number of patent applications in the field of ICT (45th place); 

• the level of transformation into the digital economy (36th place or 60.68 points); 

• ensuring gender equality (24th place or 83.72 points); 

• use of big data and professional level involved in business (31st place); 

• population and the number of enrolled in higher education (14th place or 60.28 points); 

• quality of education (42 place or 48.07 points). 

Thus, the indicators in the NRI (2020) are directly related to the level of income. Thus, 

the thesis of the direct dependence of the country's ability to ensure the appropriate level of 

information security and the level of economic development of the country has confirmed. 

5) the Digital Development Level (DDL) characterizes the level of digitalization of the 

country. This index has calculated as the average percentage that the country received from 

the maximum value of the "ICT Development Index" and the "Network Readiness Index". 

The comparison of countries by DDL and NCSI allows to determine the degree of 

digitalization of the country corresponds to the level of its cybersecurity, which contributes to 

the formation of recommendations for adjusting the cybersecurity program (Fig. 11). 
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Figure 11. The Digital Development Level (DDL), Ukraine, 2020 

The results of DDL analysis indicate the following:  

• developed countries are characterized by a high level of digital development;  

• for most developing countries - average and above average;  

• the least developed countries have a low level of digitalization.  

Stage 3. Forming recommendations for adjusting the cybersecurity program. 

The analysis showed a direct dependence of the country's development and its ability to 

ensure an adequate level of information security.  

The crisis of the "digital divide" between countries deepening in the world,the threat to 

Internet security is growing. Thus, the “digital divide” that existed before the current global 

crisis, as a result of the COVID-19 pandemic, has exacerbated inequalities and drawn 

additional attention to the challenges of digital infrastructure, digital skills, security and safety 

in digital networks.  
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Ukraine is in dire need of systematic measures to transform the Ukrainian economy and 

effectively use the country's potential to increase the competitiveness of the economy and the 

welfare of the population. 

Ukraine's weaknesses include: the quality of state institutions, political instability, 

imperfect legislation, including in the part related to the regulation of ICT activities, the low 

level of the internal market and the welfare of the population, which form the delayed demand 

for goods and services, including ICT services, as well as insufficient branching and 

innovation of telecommunication infrastructure, high cost of mobile phones compared to the 

income of the population, low possibility of using digital platforms in rural areas, etc. 

Ukraine's strengths still remain the level of education of the population, namely: adult 

literacy, the percentage of those with higher education, the quality of education and the 

professional level of those involved in business; creativity and innovation; as well as e-

commerce legislation, the possibility of adapting the legal framework to new technologies, 

ensuring gender equality, affordability of mobile services, ease of starting a business, e-

democracy, the availability of innovative technologies and the number of patent applications 

in the field of ICT, the possibility of using large data, etc. 

Thus, the main recommendations for Ukraine are:  

1) modernization of infrastructure, acceleration of the transition to alternative energy, 

expansion of access to energy resources and ICT; 

2) pursue a state regulatory policy in the field of ICT, which would promote digital 

transformation in the country, create a competitive environment for telecommunications 

services, including broadband throughout the country at affordable prices; 

3) promote digital innovation by preserving intellectual property rights;  

4) to ensure the increase of digital potential and skills of the population, as well as small 

business, public sector in terms of using the opportunities of digital technologies;  

5) to improve the legislation in the field of rail technologies and to improve the formation of 

state policy in terms of the activities of the Internet of Things and the smart city;  

6) ensure the protection and security of Internet connections, as well as take care of the 

security of users, especially children - on the Internet, detect and stop any types of abuse 

(which are classified as criminal activity);  

7) ensure the protection of personal data from misuse by both the state and the private sector; 
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8) ensure systematic monitoring and collection of accurate and up-to-date data on ICT 

activities. 

The analysis revealed the existence of potential opportunities for Ukraine to develop 

various components of its information security.  

The digitalization is a stimulating driver for the development of the national economy, 

and the formation of comprehensive mechanisms for information security will have a positive 

impact on national security in general. 

The legal bases information security in the context of digitalization 

The specific features of digital transformations of technological processes in the conditions of 

digitalization to ensure the legal basis of information security have presented in table 2. 

Table 2. The digitization of processes of providing legal bases of information security in the country 

Processes, their 

properties 

Transformation in the context of 

digitalization 
The level of legal support 

Degree of 

integration of 

processes and 

data 

Availability of a single information space 

for continuous data exchange between 

different areas of activity, the use of Big-

Data technologies and artificial intelligence 

Provisions of the Doctrine of Information 

Security. The document defines the national 

interests of the country in the information 

sphere. 

Process 

virtualization 
Creating electronic duplicates 

Concept information security of Ukraine. 

National Security Strategy of Ukraine. 

Information security strategy. 

Data 

management 

Continuous management of data about 

objects, throughout their life cycle, 

including automatic collection, 

accumulation, modification and analysis of 

information, as well as the generation of 

similar data 

The concept of information security of public 

administration. 

Development and implementation of a 

coordinated information policy of public 

authorities. 

Process 

management 

Continuous accumulation and 

big data analysis 

(Data), including with the help of machine 

learning algorithms (Machine Learning), 

digitization makes possible advanced 

management 

Ministries and other central executive bodies 

develop state target programs and other 

programs on the basis of sectoral strategies for 

the implementation of state policy in the areas 

of national security and defense in the manner 

prescribed by law. 

Flexibility 

processes 

Operational interaction 

geographically distributed entities via the 

Internet 

Ensuring compliance with the Law of Ukraine 

"On National Security of Ukraine" regulations 

of ministries and other central executive 

bodies 
 

The legal basis of information security of the country includes the following components, 

according to the levels of legal regulation: 

1. The doctrine of information security is a doctrine, scientific or philosophical theory, 

political system, guiding theoretical or political principle, or normative formula of regulatory 

and normative-legal influence on the level of information security. It should usually be taken 

for up to 20 years of implementation. 
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2. The concept - system of views, one or another understanding of phenomena and processes; 

the only, defining idea of information security. The concept is a surrogate form of theory, the 

purpose of which is the integration of a certain body of knowledge, in an effort to use it to 

explain, search for patterns of information security and the process of ensuring the appropriate 

level. It must be approved by a Resolution of the Verkhovna Rada of Ukraine for a period of 

10 years. 

3. The strategy information security - a general, non-detailed plan of a particular activity, 

which covers a long period, a way to achieve a complex goal. Approved by the Decree of the 

President of Ukraine and, as evidenced by international practice, for the period of his tenure 

as President. 

4. A program- pre-approved (defined) action. Approved by decisions of central executive 

bodies for 1 year with certain tactical methods of its implementation. 

5. A tactics - a conceptual action that has carried out in the form of one or more specific tasks. 

Thus, the basis of ensuring the information security of the country is the formed 

information security policy. Such a policy has based on theoretically applied and scientifically 

sound theories of its provision, of which there are currently many. The government adopts 

legal provisions on the basis of their theoretical justification, which leads to the emergence of 

relevant ministries and eclectic regulations. 

The information security, as defined in the draft Information Security Strategy, is an 

integral part of Ukraine's national security, the state of protection of vital interests of man, 

society and the state, which establishes an effective system of protection and combating harm 

through the spread of negative information influences, including coordinated dissemination.  

The legal basis for ensuring information freedom is informational legal relations. This 

isregulated by law social relations arising in the process of interaction of subjects, on the 

implementation of their goals to meet the interests of having the necessary information, to 

transfer some available information to other entities, as well as to preserve such information 

and protect it from unauthorized influence of others parties. 

To realize the interests of the subjects of public relations, the object of which is 

information, a necessary condition is a stable and secure functioning of the information 

infrastructure of society. The composition of the information infrastructure and the content of 

social relations that arise in connection with its use have determined by the level of 

development of society, its economic capacity to implement the results of scientific and 

technological progress. The Figure 12 shows the components of the information 

infrastructure. 
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Figure 12. The components of the information infrastructure in the information security system 

The modern information infrastructure includes the following components: 

1) organizational and managerial:  

• bodies and services - ensure the functioning of technological and information elements of 

the infrastructure;  

• media - for transmitting information to large groups of people, reaching out to a mass 

audience, accessibility to many people, dissemination of information;  

• organizations that provide information services - intermediaries to meet the information 

needs of consumers interested in specific information;  

2) technological 

• networks and objects of communication, telecommunications; 

• means of automation of management of social and technological processes, automation of 

data processing, computer networks and systems; 

3) information  

• information systems, including in the form of library, archival and museum funds; 

• websites, Internet resources. 

The legal aspects of such relations are due, on the one hand, the significant social 

importance of interactions, and on the other - the difficulty of achieving the desired social 

result without the state. The information legal relations are directly related to the object of 

information security (Fig. 13). 
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Figure 13. The objects of legal relations in the field of information security

Thus, the objects of legal relations in the field of information security are: national values, 

national interests, national goals in the information sphere - the content of each of the selected 

objects is enshrined in legislation. 

The legal basis of relations in the field of information security is the Constitution of 

Ukraine, the laws of Ukraine, the National Security Strategy of Ukraine, approved by the 

Decree of the President of Ukraine of September 14, 2020 № 392/2020 "On the decision of 

the National Security and Defense Council of Ukraine of September 14, 2020."  

On the National Security Strategy of Ukraine ”, the Cyber Security Strategy of Ukraine 

was approved, as well as international agreements, the binding nature of which was approved 

by the Verkhovna Rada of Ukraine. At present, the Information Security Strategy has not 

been approved in Ukraine. 

According to the Law of Ukraine "On Basic Principles of Cyber Security of Ukraine" (№ 

2163), strategic management and coordination of cybersecurity agencies is entrusted to the 

National Security and Defense Council of Ukraine, which reports to the Center for Cyber 

Threat Response in the State Special Service. The latter should develop a comprehensive 

system of cybersecurity of strategic objects and monitor the activities of companies that audit 

such strategic objects.  

The State Center for Cyber Attack Response is subordinated to the State Special 

Communications Service, and its unit, CERTUA, monitors and identifies potential cyber 

threats. The Cyber Police of Ukraine is responsible for the prevention and investigation of 

cybercrime. The Ministry of Defense and the General Staff provide protection for military 

facilities and critical infrastructure during war and emergency. The SBU prevents terrorist 

attacks in cyberspace and has the right to inspect critical infrastructure. The list of facilities 

belonging to the critical infrastructure has determined by the Cabinet of the Ministers of 

Ukraine, and cybersecurity in the banking sector is taken care of by the National Bank of 

Ukraine. However, the law does not define the areas of responsibility between the various 

state and law enforcement agencies. 
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Despite Ukraine's relatively high NCSI rating, the National Security and Defense Council 

of Ukraine (NSDC) reported that as of August 2020, there were approximately 1 million 

cyber threats, including network attacks, network scan attempts, WEB-attack attempts, 

phishing, and widespread denial attacks in the maintenance ('DDoS') and distribution of 

malicious software. 

It is advisable to consider the experience of the most successful countries in the world in 

the field of information security. The foreign experience shows that the institutional and 

functional support of cybersecurity involves two main areas: the formation of cyberpolice 

units, expanding their competence and the establishment of the National Cybersecurity 

Centers. The organizational measures to ensure information security, which were carried out 

in economically developed countries include: 

• formation of a cybersecurity system;  

• creation of cyber command and cyber troops;  

• creation of a system of training highly qualified specialists in the field of cybersecurity;  

• organizational, legislative and technical support for the actions of cyber units;  

• scientific support, development and implementation of the latest technological 

developments;  

• strengthening control over the national cyberspace, increasing the number of cyberspace 

units.  

The technical measures include: 

• conducting cyber exercises;  

• research and development of new types of offensive, defensive and reconnaissance cyber 

weapons.  

To ensure cybersecurity, the International Telecommunication Union (INU) has 

developed a global cybersecurity program. According to this program, each state cooperating 

with INU must have a national computer incident response team - CERT.  

Today there are 305 CERT teams in 66 countries. For example, in the USA - 72 teams, in 

Japan and Germany 23 teams each in Lithuania - 5, in Russia and Poland 2 teams each. They 

coordinate the actions of state computer security units of state authorities, telecom operators, 

as well as other subjects of information infrastructure to stop violations related to 

unauthorized interference in the work of information, telecommunications and information 

and telecommunications systems and networks. Let's analyze the formation of a cybersecurity 

system in the leading countries of the world (table 3).  
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Table 3. Experience of countries in the formation of cybersecurity 

Country Characteristics of the cybersecurity system 

France 

Five main directions are introduced in relation to: general stability; fight against cybercrime; 

cybersecurity issues under the Common Security and Defense Policy; industrial issues; 

international policy in the field of cyberspace. 

An in-depth review of its defense and national security policies was conducted in 2008 and 

2013 and new priorities were identified: preventing and responding to cyberattacks. In 2009, 

the French Network and Information Security Agency (ANSSI) and the National Information 

Security Agency were established as an inter-ministerial agency. This agency is part of the 

Prime Minister's Office, is a national body for the protection of information systems. 

Japan 

On June 10, 2013, the Information Security Policy Council adopted the Cyber Security 

Strategy of Japan. The strategy aims to develop "world-leading", "sustainable" and "dynamic" 

cyberspace and to transform Japan into a world leader in cybersecurity. The state body that 

regulates cybersecurity in Japan is the National Center for Information Security (NISC), which 

develops draft government standards for information security measures, formulates 

recommendations based on the results of cybersecurity assessments, and promotes 

cybersecurity measures. 

South Korea 

Prospects in the system of cyberspace protection in South Korea are: encryption for network 

access; creation of an intrusion prevention system (IPS); expanding threat resilience (APT); 

internet security. There are three institutions in South Korea to address cybersecurity issues: 

the National Cybersecurity Center; Korean Internet Security Agency (KISA); Cyber Terror 

Response Center of the National Police Agency. These agencies are responsible for detecting, 

preventing and responding to cyber attacks and security threats. In addition, a school 

specializing in cyberwarfare and training security experts has been established. 

The United 

Kingdom of 

Great Britain 

and Ireland 

The United Kingdom is the country with the highest global cybersecurity index. The UK uses 

two ways to tackle cyberspace vulnerabilities: disclosing the vulnerability so that it can be 

captured and benefit global technology users; maintain knowledge of this vulnerability and use 

it in the future for intelligence purposes to disrupt the activities of those seeking damage in the 

United Kingdom. A board of leading world experts from three agencies (GCHQ, NCSC and 

the Ministry of Defense) has been established. The UK-established National Center for British 

Cybersecurity is the most efficient and fifth in the world. 

Finland 

The cybersecurity strategy was adopted in 2013. The National Cyber Security Center has been 

operating in Finland since 2014. Activities are aimed at ensuring security in cyberspace, 

providing guaranteed protection and access to users of information and communication 

networks of general and special communication, overcoming cyber threats. 

 

The analysis of organizational measures in the world's leading countries on the formation 

of cybersecurity shows that they implement appropriate cybersecurity measures, have their 

own strategies, defense and national security policies, created new agencies, national centers, 

teams to respond to computer incidents. Such organizational structures are able to coordinate 

the actions of state units of computer security of public authorities, telecom operators, as well 

as other subjects of information infrastructure and the team to respond to computer incidents - 

CERT. 

For Ukraine, 2020 was a year of active initiation of cybersecurity reform (SSSCIP, 2021). 

One of the key goals for 2021 is: 

• introduction of measures to protect critical infrastructure (IP) and critical information 

infrastructure (CII);  
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• introduction of new standards and best world practices in the field of cyber attack 

prevention and protection of IP & CII;  

• conducting protection audits and continuous monitoring of cybersecurity using sensor 

infrastructure and 24/7 response to cyber incidents.  

In October 2020, the Government of Ukraine adopted two key regulations governing IP 

facilities (№ 1109, 2020) and CII objects (№ 943, 2020). In December 2020, the Government 

by its resolution (№ 1295,2020) determined the order of functioning of systems for detecting 

vulnerabilities and responding to cyber incidents and cyber attacks. Basically, this procedure 

is aimed at establishing a system for responding to cyber incidents at state-owned 

facilities.With the transfer of banking services to an online format, risks and cyber threats 

have increased significantly. The response to this situation was the Resolution of the National 

Bank of Ukraine (№151, 2020), which defines the means of CII in the banking system of 

Ukraine. 

For Ukraine, accelerating the optimization of the institutional system of cybersecurity is 

an effective tool that provides for two key areas: legal and organizational. The legal - 

initiative development of the necessary regulatory framework and its continuous improvement 

in order to form the relevant legal norms, which have reflected in the Cyber Security Strategy 

and the Law of Ukraine "On the basic principles of cyber security of Ukraine". The 

organizational - in improving the efficiency of responsible institutional structures - 

cybersecurity entities, ministries, other central executive bodies and civil society institutions 

by increasing their capacity, eliminating duplication in the exercise of their powers, joining 

forces under the auspices of the working body of the National Security and Defense Council 

of Ukraine - National Coordination Center for Cyber Security, taking into account the best 

practices of international and European experience in this field. 

Conclusion 

This study examines the main aspects implementation legal mechanisms for information 

security in the context of digitalization. It has proved that the problems of ensuring the 

country's information security have related to the ability of the means used by a particular 

country to overcome various types of cyber threats. The studies have shown that in general, 

the general state of the national cybersecurity system is fully consistent with the level of 

economic development of the country. That is, there is a direct impact of the level of 

development on the state of information security of the country. The analysis shows that the 

most significant mutual influence is demonstrated by a group of indicators of the state's 

institutional capacity and a group of indicators of the digital capacity of the national economy 

and cybersecurity. A significant obstacle is the low level of information infrastructure of 

society, which is also due to the level of development of society, its economic capacity to 

implement the results of scientific and technological progress. The objects of legal relations in 
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the field of information security are: national values, national interests, national goals in the 

information sphere - the content of each of the selected objects is enshrined in legislation. An 

important component of the development of legal and institutional support for cybersecurity 

in Ukraine is: 

• development of new national standards in the field of cybersecurity, in particular the 

implementation of the international standard ISO 27001; 

• development of organizational and technical model of cyber defense; 

• planning and ensuring the implementation of measures to implement the Cyber Security 

Strategy - the National Cyber Security Coordination Center should coordinate their 

implementation and monitor the implementation and effectiveness; 

• constant monitoring and obligatory annual publication of a public report on the status of 

implementation and implementation of the Cyber Security Strategy according to general 

estimates;  

• introduction of coordinated detection and disclosure of vulnerabilities of information and 

communication systems; 

• unification of information exchange formats and expansion of the information exchange 

network on cyber attacks, cyber incidents and cyber threat indicators based on the 

technological platform of the National Cyber Security Coordination Center, with integrated 

participation of all government agencies and critical infrastructure facilities; 

• introduction of mechanisms to encourage the private sector, the scientific community, 

public organizations and individuals to participate in the formation and implementation of 

measures to ensure cybersecurity of the state; 

• introduction of mandatory provision of real-time information on cyber attacks and cyber 

incidents by all departmental and sectoral (sectoral) centers to the National Cyber Security 

Coordination Center; 

• introduction of mechanisms for timely identification of cyber threats, detection of 

cyberattacks for the purpose of operative and adequate response to them and fast 

restoration of stable work on their consequences;  

• introduction of a national program to identify vulnerabilities in information and 

communication systems; 

• conducting on a regular basis an audit of the security of communication and technological 

systems of critical infrastructure facilities for vulnerabilities, etc. 
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