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1. Organization for Economic Cooperation and Development(OECD)
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1. United Nations Commission on International Trade Law(UNCITRAL)
2. World Summit Information Society(WSIS)

3. Declaration of Principles

4. Plan of Action
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1. E-Commerce Directive 2000/31/CE; EU Directive 2013/40 of 12 August 2013; Arab Convention on
Combating Information Technology Offences of 2010; Shanghai Cooperation Organization
Agreement on Cooperation in the Field of International Information Security of 2010, and the draft
African Union Convention on the Establishment of a Legal Framework Conducive to Cybersecurity
in Africa of 2012.

2. United Nations Commission on International Trade Law(UNCITRAL)



WY ol Sodo Salon sl sl | & y9 o

SRl s sl g (olad ol jo Blbls)l g Dbl (6)5l3 (6,05 dnmgs 3,50 ;0 anlad
o Gulidl o )0 YWWAP oside bojile (153l cogas AYAP Jlo olad suig, Co e
Bl O bLs s Sledlbl (5,5l jo e i 5 o Slex sy 5l il soladl g e
w2 OPLE (Ve + ¥ o 3) WAV slud L oj)le aote Mo ol (y50mdlesS” 0 ()]
e g VWAA Ja SLedlbl s olj] (s yiass g 5Ll gls ATAA Lo gladly),
S (555 5 (e Cedgtuns 3550 50 BT YV 5 Y 0lge pgasay) Corlas (el
ey 0 VAT (6,88 cwols Gl il eos Gise s 1¥A- Jlo jo (gilxe Jle 15
5 Oled Badal (6l M 5 )lge (y Sieee 51 (FAY U EEY slgo) (slasll, oSl gyl oyl
el (gl sl Sl ol b L5 slaoles

ade L sl YN e 5 Yoo sla o o €5 wSliab 55,200 oS Jiazgs 2ok
G ralo Slopdle das s 45 898 o S ie 5 0 4135 5w )]l lats Slals
S 5258 D508 L g S Sl b gl Sl (g 51 sl o g el ad iy
e sl S o5 5 s a5 5 sty 1,5 ] 09T 9 ool g
)0 &9 8 9,0l gt yoie pSugten (8 )3 8)9iS ded sl L Al s 4
9 993 (S xS olgi 505 YU g sl (6l sy Sloml b 5 ()]l (ool (65002 g0
5 =k cz o leysaS pl ade b ogs 4 G (ol i 5l 5T ol el
S Zdled b glad g el @S (Medli Hslell i cgas

& 7St
oles 49 395500 53 1) o) 0 4SS Sl A 59, 8 45 Cel 118 loausy st Sl
Ol 3l e oS Cl plsas e 5l (SO 5 B b e LS pliler (S slaas e
B> 53l pogad 0 )byl unl ABS 5b T  om g wtdpdy 3l )b
Oz 9 o8 Sl wnl Bl sle LA s il 654 Bei> Pl sbar g 558
SIS GeileS cugmal 5 ool (Mellimm 5 oo Sl 4 do e (nl & 53k 5 Sl
898> (yled sl (g jlwosle 4 e (5B (silucS eSS aS sy adlllas 45w ls
SS9-a> DS e g 5il8 cogdleay ol dles omie Faim ol depllas g oauSTy,

g o i OMWS| maw ol 5 oslw 4 (69)lse yo S g dad o el
s Lo ) LSen L o Lol L alilie a8 o) 0529 e whaw )3 (o3l 9 Sl
DU (0551 wal 8 o)Wl sz Aoy po Sz 9 (Ml (gldilats ¢ o glacaslas

el g Yol el 3 &L Ol Sl 05T 2 b abilie go Jy O gl 57 4 01 1 50 a2l )



WAA ylino) oF 5 ko FQ 5593 o ogoc Bai> Olalllas doliliad 1YFA

(6 S Mo Jlael oylagite (olwlits @dsl 6 jslans § Juds crol cledlbl Jols
S PS5 oy5ims (lizl s (bl 0 3V 5 LT (LSS o ol il § Slilome clins
sba @il 5l aws ool )3 b ol 2 0o oo wal 2 6 pule ol Slaonigy )0
Lo San dig8 cnl &9 50 ils oS Slatsee § o Sy ot ol 55 (nl 005 o
5 Sloye (uoled ade ule (5Lad Wil aiS oo 03855 Gller 4 B3 5l A 59y 2
Sloas 5lasul b sl oo SS,1 Sl pbre loaSts b sl gla et (58 oy
il 5l 55l 650018 (Sg 99 se esliinl (i ol SIS ) gl pleaSed i
5 G L il slo 525 5 cnlil wols ()5 58l yame SLLaST (05 (poe e b
S )5 Jlesl T 1 5 91,0 00els Co |y s e oyl 45 Wilodmsy Azt al 45 0,5 Toko
B3> (e 5 S B9 Ao ;0 (sd0ite (Hledlirn slaplesle g Lol adl
Oy |y (Sle B g Ol e g alony Cdlad ay Cws (gilme sLaS )0 Wil (s,
aye bl (sl JSallasite g 5o LB & 5 (6 )legsl Baa b 5 ooleiny
g arwy Jlo 0 p, ol b ablis 4 Soles 5 Modlipn olsd b olen wuls b aslazsls
P g ez mle o3l el (Jlelli lasles ol ples jledls p w2d iy
S romsx Bgile b dasle ple (soleiiny Slgime (ailnS pogdle 1wy oo i
s ailsd o ol Sligime $bo, 45 39500 G 2l b Sz nl il S s,
g St S8 JLs slar plizres Lol g os 03 (wgmame &j50 4 L2 )9lS
S U Gy Lo w000 1, lacysgioms a5 oilh el JU asye ol 45 [,2Yles¥
Cole, 1) oygaS gobamdl y selotal ((San 3 oulow ilisie ladii 5 ol gae Jgo

b B35 RS (Saaled o 0 b S

e\.‘uo
PRI
LolsS (A
(G B 15l 05 eglal po
S > 10505 o (S fSTg s 9 sl o3 Gy gndlplS (VWAQ) ¥




WP L Ml (Seis Kalon plis ol @ g o

Lol lojls polpe 4o () polai] (6548 caryold Ga [ OYAT) 5900 30l
alsgler 118 o Lol

alo > G5 /(o (2] gyl D HBOTAY) (085 50 iclo 63 0lg 7
I e s bl 5 Sl

20 Ly pil (98 (i () OVAY) Gl 0 3 sl Lo le (o ¥
e 1G5 (Mo G5 5 Ol Gpd>

bl ol (gl il (AYAY) 12y ¢ J8las A

i 05 sl ol 0 loddo Slicio (VYAY) Lo joase (53 A

shlan (Slyomi Lo «5)95 (dedorme doz 5 o ltil ]y ol (VYAT) (o ol ey ) -
il @S BBuLS 10l 5 cpgs g e (sou>) el g gL

st (ML G9d> 5 ol G3d o0 I shilly wil (VYARY ol polS ol s V)
513 e

o 1505 @33190 7 Lohai Gad> (\YAY) wadlae ¢ Sl5e5 59, VY

Sy 105 (UL (5 15li8 (5 S Gad (VYAQ) s you Jle Y

laceulos g 5uily 3 poily> el 4 ladss 5,55, (VYA+) Loyoumw ( Jole N F
S el il e g s sle slaS

(S 1005 b (505 0 (6aS it (\YAY) (Goge ¢ b 1 0

(Coiyin] g Laaiibly o igils ple) slaibl, o> 5 Hizws LYo (\YAP) (gl (omaS N
893 2ldd dewgi 5 (Sodo Ciglie OLLA (e g Slal 3 (P> (e ool dox 5
NG VOO RN S PO X

oz i eyl Sl o (slo) iS5 Sl (ploid]) sl pil> (VTYAR) o5 Lo (S5 NV
9 9y lad Sl el Glpl (oMl (55002 (AATT (955 15 ST (B 50
(3ol Jols

)5 oS M s o Sy o dcgazes (VYAD ) Lo pode o i daze VA
S 3l

<Nl (&

lad jo a5 ot Slanags oy 0 g Jsle e auBlag» L(VYAY) ol5n (i g N
0P V) U epg 8,90 (lwo ST ol B il aanio  cale dolilad &g ol
AY Y- ¥

03 e (dedlops (6,08 Slaladl Bgi> slaacm» (AYAY) s ol o Slal 3 D> Y



1¥aA gw) ¥ S)Loa}"; fFa 3)90 (SOGE d’” Olalllo dollad VYV

BYAY5 o b epgms o oy il opeiny lelllan dililias & 5 pooles o8 JUE 0

SBasscaul 5l S8l8 coles» (VYAY) dgume yite ¢yl o Slal,d D> Y
YOO,V Y o YY U" o JL.,».: ;J):&/)jwl?u i/;u ‘«(SJ't'.’.L”’
b 190 «sosar o> lalllan dolilad Iy o yomalssS o olud b ablin ISllamie
F 530 o olKetls liwpsle 5 Boh 5USLElS dlowe ¢ ad> dolilas o)) Boi
VVARY o Y

o= Sl ol B o J e e 0,5, (\YAY) pul ¢ slio (3900w o D> Y
ob FY 8500 ()l sy cwliw pole g 3ga> BuSCiils Aloxo « Gad> dolilad K §oa>
WAV e

dlms &5 ,4.S sga> B8l o Syg, 9 yule o3l2» (VYAQ) LS Jlae (500> olg> YO
\V’,—\"\Y' P GYlf k);) 50@&% JL».U 54—'.“!}.1} ‘j&.;/d

&5 S Csbiow g slo il ¢ sl (512> (VYA) Lo Jlae (5 00> g Y8

=3 ) daz 3 KOl s 5 laius )8 (gai> ol S (VTYA) 6y o 5yle uleds YV
Y¥, oo :‘!U.o.//u.g (Pad> dlzo iz )|
L_g @L_A.g :\.:_.w93 Sladlas )S)A ‘MLAB a}ﬁ‘-s_'w 4{.7...;}45 ‘59}0 W}Z&o woledl/
e 015 988 Gluyedlbl Jle (sly5 () Sen

b g pnly lallan dalild &g S s 5 Lo Copiad (VYAY) s )5 le YO
BV o &)
N b o dsi Oliioe e

4ol b (C

doye o My JliSlazio aclsd b )l UL 5,0l (VYAQ) dngars «5,955 Y)Y
Ol B iils ( ogar Geam &l od )|l il )15 el Ll ool /8 Gad>
.B3si> 05,5 wlaidl g (g lol pale sastiils



WYY Ll (Pais Kalos pllis ol )9 o

ol U ablio ;0 60,5 slasoli] g Lo cuiol Hlo il (VYAY) Gy 0 e XY
505 _iols . SRR 5 elBisls ‘wu‘n)_? 9 d).a..f d?” LS)':S‘) :\JL..J) o 9 4
(sl pole g Foi>

a_abul_ab 6):«:'L~d L;La'.é)o /APJ/‘_;)A.f«A.«J W&L@/.(\V"\V) u-"”’)""‘ ngj.‘lJ)JS ARE
9 6)10‘ ras_l.c sasislo ‘uLe:.a_.o | oBisls 5‘5...:[....»‘&)9 9 ‘).‘> dﬁp :\.....u) M)‘ kswl.....u)ls

Al el Saim pllai o] Sl 5 (6445 o ks Mol OYAY) pel ( olio YF
(398> 05,5 e Sl pole BaSiiils «yg5 ply ol8ils ¢ Jlall oy 3o 0 )| bl

PR
A) Books

35. Akehurts, Micheal Barton (2005).A Modern Introduction to International Law,
London, Hyman, 6 ed.

36. Albero, Martin (1999). A Perspective on Globalization, Lynne Reinner
publisher.

37. Andrev, Jones (2006). Dictionary of Globalization, Cambridge: Polity Press.

38. Carey, Peter (1999). Media Law, Sweet and Maxwell Publishing, Second
Edition, london.

39. Daly, Herman (2005). Globalization Versus Internationalization: Some
Implications: Universal Norms in Biotheics.

40. David, John (1998). Cases and Materials on International Law, London, Sweet
and Maxwell, 5" ed.

41. Etter, Barbara (2006). Director, Australasian Center for Policing Research,
Computer Crime, Paper Presented at the 4" National Outlook Symposium on
Crime in Ausralia.

42. George B. Delta, Jeffery H. Matsuura (2008). Law of Internet, London, Aspen
Publishers.

43. Graham. J & H. Smith (2002). Internet Law and Regulation, London, Sweet and
Maxwell, 4" ed.

44, Herzog J. B (1957). Les Principes et Les Methodes du Droit Penal Compare,
Revue Internationale de Droit Compare

45. Franda, Marcus (2001). Governing the Internet, London, Lynne Rienner
Publisher.

46. Norris, Gareth (2005). Emerging Cyber Threats Reports Australian Internet
Hate Site, Bond University.

47. Reed Ch., (1993). Computer Law, 2" Ed., Blackstone Press.

48. Stuart, Biegle (2001). Beyond Our Control? Cofronting the Limits of Our Legal
System in the Age of Cyberspace. The MIT Press. Cambridge, Massachusett,
London England.



WAA lino) oF 5 ko FQ 5593 o ogoc Gai> Olalllas doliliad IYVY

B) Articles

49. Brenner, Susan (2004). “Toward A Criminal Law for Cyberspace: Product
Liability and Other Issues”, Journal of Technology Law and Policy, Fall, Vol.23,
No.2, pp. 65-88.

50. Brenner, Susan (2010). “Cyber Crime Investigation and Prosection: the Role of
Panel and Procedural law”, Law Murdooh University Electronic Jornal of Law,
Vol.18, No.2, pp 5-20.

51. Carolis, Daniele De (2010). “Some Features of the Harmonization of
International Trade Law in the Third Millennium”, Uniform Law Review,
Vol.15, No.1, pp. 91-105.

52. Keenan, Patric (2006). The New Deterrence: Crime and Policy in the Age of
Globalization, Law Review, Vol.91, No.5, pp. 68-91.

53. Messen, Karl (1996). “Extraterritorial Jurisdiction in Theory and Practice”, The
Hague, Kluwer Law International, Vol. 32, No.1, pp. 19-38.

C) Websites

54. http://www.penal.org/en/resolutions-aidp-iapl-congresses

55. http://www.penal.org/en/resolutions-last-congress

56. https://www.unodc.org/documents/organized-crime/UNODC_CCPCJ_EG.4
_2013/CYBERCRIME_STUDY_210213.pdf



