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Abstract

Today, with the advancement of technology and its close integration
with people’s daily lives, terrorism has extended its activities into
cyberspace to exploit its unique characteristics for the expansion of
its operations. In contrast, since states have not reached a consensus
on a unified definition of terrorism, and consequently cyber
terrorism, there exists a gap in effective and comprehensive criminal
laws, especially at the international level. As a result, countries have
currently turned to drafting laws of a protective and preventive
nature to counter these attacks. At the regional level, particularly in
Europe, significant measures have been undertaken that can serve as
models for replication and expansion at the international level.
Analysis of these actions indicates that the creation of specialized
organizations and teams, development of military and security
capabilities, cooperation with other countries and engagement with
the private sector, specialized training, and the deployment of
advanced equipment are among the measures implemented to
confront and prevent cyber-terrorist attacks, yielding positive results.
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1. The European Union Agency for Cybersecurity

2. www.enisa.europa.cu

3. Developing defiance policy and capabilities related to the Common Security and Defense Policy
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4. Network and Information Security (NIS)
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2. European Union Cybersecurity Strategy for the Digital Decade

3. European Council Conclusion Draft EU, council conclusion.2021.p.1

4. Cyber security law
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1. EU Counter-Terrorism Coordinator

2. Ilkka Salmi

3. https://www.consilium.europa.eu/en/policies/fight-against-terrorism/counter-terrorism-coordinator/
4. European External Action Service (EEAS)
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. The EU's Cybersecurity Strategy for the Digital Decade

. https://data.consilium.europa.eu/doc/document/ST-6722-2021-INIT/en/pdf

. Security Operation Center (SOC)

. Cyber Security Incident Response Team (CSIRT)

. Information Sharing and Analysis Centers (ISAC)

. European Quantum Communication Infrastructure (EuroQCI)

. European Union Governmental Satellite Communications (GOVSATCOM)

. https://ec.europa.eu/info/strategy/priorities-2019-2024/europe-fit-digital-age/europes-digital -
decade-digital-targets-2030_fr

. European Parliament resolution of 10 June 2021 on the EU’s Cybersecurity Strategy for the Digital
Decade (2021/2568(RSP)) https://www.europarl.europa.eu/doceo/document/TA-9-2021-
0286 _EN.html#ref 1_1

10. Forum international de la cybersécurité (FIC)
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1. EU digital single market
2. https://www.europarl.europa.eu/doceo/document/TA-9-2021-0286 EN.html
3. Global Terrorism Database (GTD)
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