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1 Introduction

Recent technological advancements, combined with the Data Fabric architecture, have paved the
way for intelligent environments powered by sensors and actuators, enabling the delivery of
services that address societal needs across a wide range of applications. By leveraging Data
Fabric's ability to integrate and manage complex, heterogeneous data sources, valuable insights
can be extracted from data collected by multiple sensors, transforming raw information into
actionable intelligence. Effective data fusion, a critical component of Data Fabric, ensures
seamless integration, unification, and data accessibility, which are essential for informed decision-
making [3,12].

Data Fabric is a framework designed to enable seamless integration, management, and data
accessibility from various sources and environments. Its goal is to offer a unified view of data,
regardless of its location—whether on-premises, in the cloud, or at the edge. This framework
addresses several challenges inherent in traditional data management systems, such as data silos,
complexity, and the necessity for real-time data access [1]. A data-centric and security-focused
data fabric intended for digital health applications is presented in this study. The increasing amount
of Internet of Things (IoT) data from wearables, smartphones, and ambient sensors, driven by the
growing interest in digital health research, has led to a significant rise in data volumes. Managing
this vast amount of data, including various data types and time spans, is crucial [26]. Moreover, it
is essential to comply with contractual and legal requirements. Data fabric consists of an
architecture and a set of tools that facilitate the integration of disparate data sources from various
contexts, presenting the data cohesively in dashboards. Additionally, the data fabric supports the
development of modular and flexible data integration components that can be released as open-
source or internal software. These components are used to build data pipelines that can be
scheduled and deployed on-premises or in the cloud [2,3]. Therefore, an efficient data fabric
architecture that ensures privacy-preserving data delivery to customers is critical [4].

In recent years, several attribute-based authentication (ABA) protocols [5,6] have been proposed
to ensure secure communications. Attribute-based authentication is a method of authenticating
parties based on their attributes rather than their identities, allowing them to be authenticated
anonymously and preserving their privacy [7]. Due to its greater flexibility compared to traditional
identity-based authentication schemes, ABA has been widely applied in various domains, such as
multi-agent systems [8], eHealth systems [9], cloud computing [10], and more. However, it is
challenging to implement existing ABA schemes in resource-constrained RFID systems, as they
rely on computationally expensive operations [11]. In this paper, we address this issue by
introducing DF3A, a lightweight elliptic curve attribute-based authentication protocol for the data
fabric architecture. DF3 A is based on elliptic curve cryptography and leverages the complexity of
the elliptic curve discrete logarithm problem. The entities involved in DF3A include a trusted
registration authority, the data store, and multiple customers. Customers initiate the protocol by
specifying their policy in the form of a policy tree for the data store. In this tree structure, leaf
nodes represent attributes, while internal nodes are threshold gates. The trusted registration
authority then uses a multilevel threshold secret sharing scheme, called the hierarchical attribute-
based secret sharing (HASS) scheme, to generate a set of attribute tokens for each customer based
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on the policy tree. During the authentication phase, the data store verifies a customer's authenticity
by checking the correctness of its blinded attribute tokens. After customer authentication, the data
store authenticates itself to the customer. We provide an informal security analysis of DF3A and
demonstrate that it can withstand common attacks. We also compare DF3A with several popular
ABA schemes in terms of security properties and performance. The main contributions of this
paper are as follows: DF3A is a novel lightweight elliptic curve attribute-based authentication and
access control layer for Data Fabric, ensuring customer anonymity and untraceability against
attackers. The proposed architecture provides distributed authentication and access control within
the data fabric. In security analysis, it is shown that DF3A satisfies critical security properties
relevant to Data Fabric systems. The structure of the paper is as follows: in Section 2 related works
are reviewed. In Section 3 the technical foundations used throughout the study are presented.
Details of the hierarchical attribute-based secret-sharing scheme are outlined. In Sections 5 and 6,
common security properties and potential threats to Data Fabric systems are discussed. Our main
contribution in-depth explanation of DF3A is presented in Section 7. Section 8 is devoted to
evaluating the security features of DF3A. In Section 9, DF3A's performance and security
characteristics with other well-known ABA schemes are compared. Finally, Section 10 presents
the paper's conclusion.

2 Related work

Kuftinova et al. explore the principles and applications of Data Fabric in managing large-scale
data for traffic and road systems. Their work highlights how platforms like IBM, Microsoft, and
Cloudera enable the integration of big data, cloud computing, and blockchain to enhance
Intelligent Transport Systems (ITS). This approach addresses challenges in data collection,
analysis, and security using machine learning, microservices, and virtualization. Blockchain is
employed to securely manage traffic events, accidents, and road system equipment data,
facilitating efficient use of legacy ITS infrastructure and supporting crowdsourcing [12].

Kang Liu et al. developed a metadata-based Data Fabric architecture called M-Data-Fabric, which
integrates metadata detection, analysis, and knowledge map creation to maximize the utility of
diverse data sources. Their approach involves examining relationships between data sources to
aggregate metadata, ultimately constructing a comprehensive business knowledge map based on
correlations [3].

Italo Buleje et al. proposed a data architecture for a home-based telemonitoring study involving
senior citizens in collaboration with the University of California, San Diego (UCSD). The study
demonstrates the efficient integration of information from various IoT sensors and mobile apps to
provide a comprehensive view of the health status of elderly individuals for further analysis [13].

Aurora Macias et al. created a comprehensive framework to enhance data fusion in pervasive
systems. This framework includes two phases: the first focuses on system architecture design and
data management, while the second evaluates data fusion systems based on international standards.
The framework also includes guidance for building an evaluation subsystem to assess data fusion
during runtime. They illustrated this approach through a mechanism designed to curb the spread
of COVID-19 in assisted living facilities [15].
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Ana-Maria Ghiran and Robert Andrei Buchmann proposed a method to eliminate the need for
extensive data transformation knowledge by offering a diagrammatic integration management
approach. Their technique uses agile modeling language to assist the front-end interface in
combining relevant data, while RDF (Resource Description Framework) serves as a common
representation to capture integration outputs in an Enterprise Knowledge Graph [16].

Seok-Jae et al. introduced a novel platform built on Data Fabric designed for cloud environments
to overcome the limitations of legacy systems. This platform enables distributed data
interoperability by physically linking data sources using knowledge graph databases. It also
incorporates Holochain technology to integrate data into a scalable platform across multi-cloud
environments, ensuring secure and authorized access regardless of data location. The use of a
knowledge graph database mitigates issues related to heterogeneous data in decentralized settings,
while Holochain improves memory and security processes in comparison to conventional
blockchains [17].

Attribute-based authentication (ABA) is a promising security mechanism that allows users to
authenticate anonymously based on their attributes, proving they own the required attributes
without revealing their identity. Khader [19] introduced the first systematic description of ABA
schemes and constructed an ABA protocol allowing verifiers to determine a set of credentials for
the signing members of a particular group. Zhang et al. [20] expanded this by proposing a secure
multi-agent protocol, where each agent holds a set of policy attributes to access protected datasets
and ensure legitimate communication between agents. Guo et al. [21] proposed a decentralized
system that uses verifiable attributes for mutual authentication while preserving privacy. Yang et
al. [22] enhanced the group signature protocol from [23] by integrating it with dynamic policy
trees to construct a more flexible ABA scheme. Ibrahim et al. [24] introduced two authentication
schemes for cloud services supporting private attribute-based authentication. In the context of Data
Fabric, we propose an authentication protocol that ensures users can trust that their data will reach
the intended recipient, while the recipient can confirm the sender’s authenticity without knowing
their identity (anonymously), provided the intersection of their attribute sets meets a predefined
threshold. In other words, a message can be exchanged only if the policy attribute in the message
matches the recipient's required attribute.

3 Preliminaries

In this section, we give the basic definitions and preliminaries that will be used in DF3A. For the
sake of description, the main notations used in this paper are listed in Table 1.

Table 1. Notations

Notations Meaning
So, S1 two secret values of the data store
So, S1 the elliptic curve points of customer
Ir=(V,E9) The policy tree
XR the secret value of the customer
IDg Identity of the customer
Iy, Iy, I3 The random values

Cr the elliptic curve point of customer
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Ag the set of attribute tokens
IR the universe index set of attribute tokens

3.1 Data Fabric Concept

The new requirements and features are shown in Figure [1], a high-level diagram of DF3A
architecture.

Applications/data consumers

Self-service capabilities

Authentication & Access control

_ . T —x Al governance
Unified lifecycle AT capabilities Metadata insight including
Trustworthy AT

== | Rules and policies Knowledge graph | ==

Smart integration ‘ ‘ Knowledge catalog

Data Fabric deployment infrastructure

Hybrid-cloud / on-perm...

Data source

Figure 1. DF3A Framework.

The key functions and duties of the DF3A are briefly described here. It is simple to transfer these
responsibilities and competencies to this architecture, as shown in Figure 1.

Catalog all your data: Business lexicon and metadata (business, technical, and operational) at
design time and run-time are included.

Enable self-service capabilities: including data exploration, discovery, profiling, quality
evaluation, and data consumption as a product, among other things.

Provide a knowledge graph: Visualizing the relationships between data, people, systems,
processes, etc. to get more practical understanding.

Provide intelligent (smart) information integration: helping business users and IT personnel with
data virtualization, federation, and integration and transformation projects.

Derive insight from metadata: Organizing and automating tasks and assignments for data
engineering, data integration, and data governance from end to end.
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Ensure trustworthy Al: Making sure Al techniques and results are transparent, explainable, and
trustworthy; taking appropriate action in the event of bias, drift, declining accuracy and precision,
etc.

Access Control & Authentication: this any procedure used by a system to confirm a user's identity
before granting them access. Authentication is critical to successful security since access control
is usually predicated on the identity of the user requesting access to a resource.

Enforce local and global data rules/policies: This includes the automated creation, modification,
and enforcement of rules and policies based on Al and ML.

Manage an end-to-end unified lifecycle: putting in place a comprehensive and unified lifecycle for
all Data Fabric tasks that spans platforms, identities, and organizations.

Enforcing data and Al governance: entails expanding the purview of traditional data governance
to encompass Al artifacts, such as pipelines and models, and considering newly developing rules
and privacy laws pertaining to data governance.

3.2 Elliptic curve cryptography

Elliptic curve cryptography (ECC) [18] is a public-key cryptosystem based on the algebraic
structure of elliptic curves over finite fields (or Galois fields). There are two types of finite fields
over which elliptic curves are defined, namely, prime fields and binary extension fields. However,
in this paper, for the sake of simplicity, we only consider prime fields.

Let E be an elliptic curve defined over a prime field [F,, (p > 3) by a Weierstrass equation:
y* = x>+ ax + b (mod p), where a,b € F,, and 4a® + 27b* # 0 (mod p).

All points on E with the point at infinity O form an additive cyclic group, which is denoted by
E(Fy):

E(F,) = {(x,y) € F, x Fy|y*=x>+ax+b}U 0. (1)

The number of points in E(IF,) is defined as the order of E over [Fj,and is denoted by q. The addition
of two points P, Q € E(IF,) is another point R such that R = P + Q. The repeated addition of P to

itself k — 1 times is denoted by kP and is referred to as the scalar point multiplication. The order
of any point P € E(FF,) is defined as the smallest positive integer k such that kP = O A point

P € E(FFp) is called a base point of E(IF,,) iff its order is equal to the order of E(IF,).

The security of ECC depends on the ability to compute the elliptic curve discrete logarithm
problem (ECDLP), which is defined as follows. Given two points P, Q € E(IF,), find an integer

1 < d < q, ifitexists, such that Q = dP. This problem is computationally hard when the order of
E(TF,), has a large prime factor.

3.3 Policy tree

A policy tree is a Layered structure where attributes form the leaf nodes, and internal nodes are
threshold gates. Each threshold gate has a set number of child nodes and a threshold value that
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defines the minimum number of child nodes that must be satisfied for the gate to be considered
valid. A threshold of 1 represents an OR gate, while an AND gate is indicated when the threshold
equals the total number of child nodes.

4 Secure Data Fabric Architecture

In this section, we introduce DF3A, an attribute-based authentication protocol designed for the
Data Fabric architecture. The main entities involved in DF3A are the trusted registration authority,
the customer, and the data store. The protocol operates in four distinct phases: setup, registration,
authentication and access control, and key agreement. Each phase plays a critical role in ensuring
the security and efficiency of the system. In the following subsections, we provide a detailed
explanation of these phases. Table 1 summarizes the notations used throughout the remainder of
this paper for clarity and reference.

Data Fabric facilitates real-time data access, lowers data silos, and helps enterprises streamline and
improve their data management procedures. In addition, it facilitates the development of a self-
serve data marketplace where users may find, exchange, and utilize data in an authorized and safe
way. In order to handle the rising amount, velocity, and diversity of data being produced by digital
business activities, data fabric is becoming an increasingly important part of modern information
infrastructures. In our research, we are utilizing ECC-based encryption to privacy-preserving
customers of the data fabric. We have improved a Data Fabric architecture by add access control
and authentication layer. The customers are run on customer PCs, and they were authenticated by
their attribute tokens, resulting in encrypted data being saved in our data lake. Using ECC-based
encryption, a server can perform light weight computations on the attribute tokens, allowing for
the detection of a legal customer or not. The server can be certain this customer is legal without
knowing the identity of the customer because DF3 A is anonymous and untraceable. This approach
benefits from the Data Fabric’s ability to provide a unified and integrated platform that enables
data discovery, integration, management, authentication, and access control. By utilizing ECC
encryption and a Data Fabric architecture, we can guarantee privacy-preserving customers who
connect with Data Fabric, contributing to the development of more secure and privacy preserving
Data Fabric Architect.

4.1 Setup

In this phase, the registration authority RA constructs an elliptic curve E(IF,) of large prime order
q over a prime field [F,,, where P is a primitive point, and publishes the elliptic curve parameters.
Then, it defines the attribute universe A ={a,, a,, .., a;4|}. Each attribute a; € A is assigned a
unique universe index Iy € Z,.

4.2 Registration
The registration phase consists of two key steps: data store registration and customer registration.
Data store registration: The data store S initiates this step by picking two random values sy € Z,

and s; €g Zq. Then, it computes the elliptic curve points Sy = soP and S; = s;P. Next, RA
correspond to policy in data security constructs a policy tree I'. Finally, RA stores the triple
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(80,51, ) in a secure store. The sequence diagram of the receiver registration step is shown in
Figure 2.

Customer registration: The registration authority RA initiates this step by picking a unique
random value xg €g Z, for a given the customer R having an attribute set Qg S A each one of
data which the data store has requested. Then, it constructs a HASS scheme over I' by considering
xg as the secret. After that, RA leverages the HASS scheme to generate an attribute token 7; for
each attribute a; € Q. To do so, it finds a leaf node v € V; such that I'(v) = a; and computes
Ti = fpen)Miw)So» Where 1y is the local order number of v within its siblings. It also sets the
universe index of 7; t0 Ny(r;) = Nu(q,)- The set of attribute tokens of R is denoted by Ag. Finally,
RA computes the elliptic curve points IDy = xzP and Cr = xzS;, and securely stores the 4-tuple
(IDg, Cg, AR, Jg) in the customer, where Jy is the universe index set of attribute tokens in Ag. The
sequence diagram of the Data Store registration step is shown in Figure 3.

Data Consumer

'y (I1Dg, Cp, Ag, Jg)

Data Fabric Architecture
f ™ Y \

Access control & Authentication

Attribute tree AL b S ISR B SRR |

/ \ Meta Data
Data Storage & Operations
Data

Modeling Pick two random values sq €5 Z, and 5, €5 Z;

i Data
: Governance

& Design . Knowledge
Compute two points 55 = 5P and §5; = 5, P Graph Data Data

quality security

A

Polyglot Data Operations

| File/Blob Store

| Relation Database | | Graph Databasze |

\ / Data |
Catalog i
i

-~

Data Integration & Interoperability , R‘J
i A

[ ETL/Batch Processing ][ Stream Frocessing ][ Data Virtualization ]

M

Data Source

-The atfribute universe A ={ay, az, ..., a4}

- Each attribute @; € A is assigned a unique universe index 7 € Z,.
- Construct an attribute tree I'.

- Store the triple (S, 51, T') in the secure storage.

Figure 2. The sequence diagram of the data store registration step.
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Data Consumer

A (IDg, Cg, Ag, Jg)
Data Fabric Architecture
i Y4 Y \
Access control & Authentication ]
Attribute tree (Sp. 51.T) ____________) o ’
/ \ Meta Data
Data Data Storage & Operations Data
Modeling Pick two random values 5o Eg Z, and 5, €5 T, Governance
& Design . Knowledge !
Compute two points S5 = spP and 5, = 5, P Graph 1 Data Data
' guality security =
Polyglot Data Operations +
| File/Blob Store | | Relation Database | | Graph Databaze |
Data
Catalog Policy
P
Data Integration & Interoperability . J
! RA
[ ETL Batch Processing ] [ Stream Frocessing ] [ Data Virtualization ] __________ —
~ \_ JAS I\ /

Data Source

- Pick a random value xp €p Z, for a given the data consumer.

- Construct a HASS scheme over I' by considering xj as the secret.
- Compute the set of attribute tokens Ap.

- Compute two points 1Dy = xpP and Cp = x35;.

- Send the 4-tuple (IDyg, Cy, Ag, I) to the data consumer.

Figure 3. The sequence diagram of the Customer registration step.

4.3 Authentication & Access control

In this phase, the data store (6) and the customer (R) exchange a series of messages to achieve
mutual authentication. The interactions between & and R are outlined as follows:

Step 1. § picks a random value r; €g Z, and sends it to R.

Step 2. R picks two random values 13,73 €g Z; and computes the elliptic curve points IDg =
13IDg, CR = 13CR, and AR = Uqg,ep,{737;}. Then, R computes M = H(IDg||r;) and sends the 4-
tuple (Ag, I, M, 1) to 6.

Step 3. After receiving the message of R, § recursively traverses I backward (i.e., starting from
the leaf nodes) and checks I;,(Jg) for eachnode v € V. If v is a leaf node and I, (Jg) is True, then

& chooses an attribute token 7; € Az having the same universe index as the attribute of v (namely,
Nu(t{) = 1, (y(v))) and sets the intermediate point g(v) to 7;. More formally,

g(v) = TL{ =137 = r3fp(v)(771(v))50r3fp(v)(nl(v))sop' (2)
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Otherwise, if v is an internal node and I, (Jg) is True, then § computes the intermediate point g(v)
as

9= Dy © g )
uec’(v)
=13 Z 1,0 (0) oy (1)) soP
uec’(v)

=1 D Ly ©) fi(maw)seP,

uec’'(v)

where £, ,,)(0) is a Lagrange coefficient, namely,

i (0) =
JeLpw))

_ J

jeL(v)

———mod
j—m@) 1

C'(v) is the set of child nodes of v that are satisfied by the attributes of R, and L(v) is the set of
local indices of these child nodes, more formally,

C'(v) ={ulu e C(v) AL,(dg ) = True} (5)
and

L) = Uuec'm{m@)}- (6)

Thus, the intermediate point of the root node r is computed as

9@ =75 D (0 frn@)ISoP = 13%550P. 9

uec’(r)

Then, § multiplies g(r) by s; ! mod g to obtain the elliptic curve point IDf = sy 1g(r) = r3xgP
and computes M’ = H(IDg||ry). If M" is equal to M, then § authenticates R without being able to
reveal its real identity and otherwise aborts it. Next, § multiplies IDg by s; to obtain the elliptic
curve point C§ = s;IDg and computes M = H(Cg||r). Finally, it sends the message M’ to R.

Step 4. Upon receiving the message of &, R computes M""" = H(Cg||ry). If M"" is equal to M",
then R authenticates § and otherwise aborts it.

Step 5. After receiving the message of R, § recursively traverses I backward (i.e., starting from
the leaf nodes) and checks I;,(Jg) for eachnode v € V. If v is a leaf node and I, (Jg) is True, then
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& chooses an attribute token 7; € Az having the same universe index as the attribute of v (namely,
Nu(t{) = 1, (y(v))) and sets the intermediate point g(v) to 7;. More formally,

gw) =1, =1r37; = T3fp(v)(771(v))50 = T3fp(v)(nl(v))sop- (10)

Otherwise, if v is an internal node and I, (Jg) is True, then § computes the intermediate point g (v)
as

9@ = D 2, gw) (an

uec’'(v)

=13 Z 0,00 (0) foy (M (W) soP

uec’(v)

=15 D Ly (O f(m@)soP,

uec’'(v)

where £, ,,)(0) is a Lagrange coefficient, namely,

' 0) = ———mod q
(W) —_ U
Ly’ m(. )
J
= 1‘[ ——  _modg (12)
o) Mm@

C'(v) is the set of child nodes of v that are satisfied by the attributes of R, and L(v) is the set of
local indices of these child nodes, more formally,

C'(v) ={ulue C(v) AL,(Jg ) = True} (13)
and

L) = Uyec'my{m@)}- (14)

Thus, the intermediate point of the root node r is computed as

9 =75 D (0 ISP = 137550, (15)

uec’(r)

Then, § multiplies g(r) by s;* mod g to obtain the elliptic curve point ID{ = sy 1g(r) = r3xgP
and computes M’ = H(IDg||r;). If M’ is equal to M, then § authenticates R without being able to
reveal its real identity and otherwise aborts it. Next, § multiplies IDg by s; to obtain the elliptic
curve point C§ = s;IDg and computes M = H(Cg||r). Finally, it sends the message M’ to R.
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Step 6. Upon receiving the message of §, R computes M""" = H(Cg||ry). If M""" is equal to M",
then R authenticates § and otherwise aborts it.

Al capabilities

Metadata insight

Al governance

lifecycle

Raules and policies Knowledge graph

Knowledge catalog
|
|

| Authentication & Access control [

Self service capabilities

i

¥

Data Consumer

Trustworthy
Al

Smart integration

R Data Fabric

n
P Pick a random valuer; €g Z;.
Pick two random values 7, € Z, and 73 € Z;.
Compute two points Dy = 13Dy and Cr = r3Cy.
Compute the set of blinded attribute tokens A7

Compute the hash value M = H(ID7||ry). ([N, 371 M, 75)
—_—
If I,(97) is not True, then abort R and terminate the
authentication session.
Compute the point g (r) using Lagrange coefficient.
Compute the point ID}' = sg1g ().
Verify whether M ; H(ID7||ry) to anonymously
authenticate R.
Compute the point Cf' = s,ID7.
i Compute the hash value M = H(C7||r»).
-—

Verify whether M" ; H(Cf||r,) to authenticate F.

Figure 4. The sequence diagram of the mutual Authentication and generate key agreement step.

4.4 Key agreement

Note that Cy and Cf' are equal elliptic curve points and are refreshed in each authentication session.
Therefore, § and R can respectively use Cy and Cj, as the session key to encrypt the communication
channel.

5 Security analysis

In this section, we first discuss the secure interaction between a research physician and the
hospital's data store within the DF3A Data Fabric Architecture. We then provide both informal
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and formal security analyses of DF3A, highlighting how it satisfies key security properties and
mitigates various security threats.

5.1 Case study

In this scenario, patient medical data is stored in a hospital data store within DF3A architecture. A
research physician, who needs access to specific data for their research, must securely interact with
the data store using the DF3A architecture to ensure proper access control, privacy, and security.

Customer: Research Physician

)O
Messages:
sl
Illl \/ 1. (ID, Cr, Ar, T5)
x \/ 2. (So,51,1)
/ \ 3. Request Data

i

N
0

Figure 5. The interaction scenario between the research physician and the data store in
the DF3A architecture.

Initial Setup

The Registration Authority (RA) configures the security parameters: An elliptic curve of large
order is established, and indices for attributes (such as patient conditions, treatments, etc.) are
defined.

Access policies are established for medical data. For example, access to patient data might be
limited to researchers with a valid credential and specific attributes like a specialization in
oncology.

Registration
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Research Physician Registration: The process begins with the research physician (R) submitting
their credentials, such as medical license number, specialization, and research domain, to the
Registration Authority (RA). The RA generates unique attribute tokens corresponding to these
credentials and securely provides them, along with public and private keys, to the physician. These
attribute tokens enable the physician to access data relevant to their defined attributes while
preserving their anonymity and ensuring their actual identity remains undisclosed.

b. Data Store Registration: The data store (S) is responsible for generating encryption keys and
defining policies that govern data access control, ensuring robust security measures. These keys
and policies are securely stored within the system to prevent unauthorized access. By leveraging
these mechanisms, the data store ensures that only authorized users can interact with its resources,
maintaining the confidentiality and integrity of the stored data.

Authentication & Access Control

Initiating the Interaction:

The research physician sends a request for access to specific patient data to the data store.
Mutual Authentication:

The data store sends a cryptographic challenge to the research physician.

The physician uses their attribute tokens and private key to generate a response, which is sent back
to the data store.

The data store checks the response against the access policies and the physician’s attributes to
ensure authorization.

Authentication Confirmation:

If the authentication is successful, the physician is granted access to the specific data that matches
their attributes, without revealing their real identity. And the physician sure that the data store is
legal.

Key Agreement: After successful mutual authentication:
The research physician and the data store generate a unique session key.

This session key is used to encrypt the data exchanged during the session, ensuring confidentiality
and protecting against eavesdropping.

Benefits and Application in This Scenario

Patient Privacy: Patient identities are protected, and only the relevant data according to the
physician's attributes is provided.

Secure Interactions: Two-way authentication and advanced encryption guard against attacks and
eavesdropping.
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Flexibility: The physician accesses only the data related to their research domain, with no
unnecessary exposure to unrelated or sensitive information.

Fit for Sensitive Environments: The protocol is designed for environments with sensitive data,
such as healthcare, ensuring compliance with privacy regulations.

5.2 Informal security analysis

Confidentiality: An adversary who intercepts messages cannot deduce the secret identifier xz of
the customer and the secret values s, and s; of the data store, which are included in attribute
tokens, because of the difficulty of the elliptic curve discrete logarithm problem.

Mutual authentication: During the mutual authentication phase, the data store (&) transmits the
challenge 4 to the customer, who then responds with the hash value M and a set of blinded attribute
tokens Ax. § verifies the authenticity of R by validating the correctness of M. To do so, & applies
the Lagrange interpolation to the blinded attribute tokens in A% to obtain the elliptic curve point
g(r) = r3xgsyP, where 13 is a random value and s, is a secret value only known to &. Then, it
multiplies g(r) by so* mod q to obtain the elliptic curve point IDy = r3xzP and computes M’ =
H(IDg||ry). If M' is equal to M, then & ensures that the attribute tokens of R are valid and thus
authenticates R. Similarly, R sends the challenge 7, to & and then receives M"' = H(Cg||r,) from
it, where Cy = s1IDg. R believes & is authentic by checking the correctness of M. To do so, R
computes M"" = H(r;Cg||r;), where Cy is a secret elliptic curve point stored in the memory of 6.
If M'" is equal to M"', then & authenticates R (because of the value of s, is only known to R).

((©

Figure 6. The DF3A architecture prevents impersonate attacks through mutual authentication.

Availability: Numerous authentication protocols require frequent updates to the secret values
among the involved entities, increasing their susceptibility to desynchronization or denial of
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service attacks. In contrast, DF3A operates continuously between the client and the data store
without the need for synchronized updates to the secret data held in their memories.

Anonymity: The customer is authenticated based on its universal attributes and not on its identity.
Thus, the honest-but-curious data store (or an adversary) cannot identify the real identity of §.

Untraceability: The customer picks a random value 73 in each authentication session then blinds
its attribute tokens and other elliptic curve points stored in its memory. Therefore, the honest-but-
curious data store (or an adversary) cannot trace the customer.

Perfect forward security: An adversary who compromises the customer and obtains the data
stored in its memory, namely, Dy, Cg, and Ag, cannot trace back any of the past communications
of customer. This is because the adversary still does not know the blinding factor r3, which is
randomly generated in each authentication session. Thus, the adversary cannot identify messages
transmitted in the past communications of the customer.

In the following, we show that our protocol prevents several known attacks.

Impersonation attack: An adversary who tries to masquerade the customer will not be able to
generate valid attribute tokens without knowing the elliptic curve point Sy, which is only known
to the registration authority and the data store. Besides, the adversary cannot masquerade the
customer without knowing the secret values s, and s;, which are only known to registration
authority.

Replay attack: An adversary may attempt to pass the authentication by reusing the hash values M
or M"". However, this attempt fails because of the freshness and unpredictability of these values in
each authentication session.

Customers collaboration attack: Malicious customers in the system may attempt to collaborate
and combine their attribute tokens to pass the authentication. Note that each customer is assigned
a unique random secret xp independent of other the customers in the system, which is shared
among the attribute tokens of customer. Since xp is only known to the registration authority, a
malicious the receiver cannot combine its attribute tokens with other malicious customer to
successfully bypass Step 3 of the mutual authentication phase.

Desynchronization attack: An adversary cannot block the communication between a receiver and
the data store, because they do not need to update any secret data stored in their memory or
database in each authentication session.

Track and trace attack: Both an adversary and an honest-but-curious data store cannot track and
trace the customer by observing the messages sent by R. Since in each authentication session, a
random value 73 is used to refresh these messages.

5.3 Formal Security Analysis Using RoR Oracle Model

This section evaluates a session key (M'") security of our protocol from a passive/active adversary
by using RoR oracle model [25]. We first introduce the RoR oracle model prior to demonstrating
SK security for our protocol.
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Table 2. Queries and descriptions

Queries Description

Send Based on Send(.), the adversary can transmit the message to I'® and receive the
(TR, message) | respond message via a public channel.

Corrupt R ([';1) This query is considered as the customer R stolen attacks, where the adversary can
extract the secret parameters stored in R.

Corrupt & ([‘;2) This query is considered as the data store § capture attacks, where the adversary can
extract the secret parameters stored in §.

Execute Using this query, the adversary performs the passive/active security attacks by

([‘tl,r&tz) eavesdropping the transmitted messages between each participants via a public
channel.

Test (T'R) An unbiased coin c is tossed prior to starting of the games. If adversary obtains the

condition c=1 using Test(.) query, it denotes a SK between T 151 and F,;i. is fresh. If
the adversary obtains the condition ¢=0, it denotes a SK is not fresh; otherwise, the
adversary obtains a null value (L1).

Reveal (T'®) Based on this query, the adversary reveals a SK generated between FDtl and FDti. using
Reveal(.) query.
Table 2 tabulates the necessary queries for the RoR oracle model such as Reveal(.), Corrupt(.),
Send(.), Execute(.), and Test(.) to prove the mathematical (formal) security analysis. Furthermore,
a “collision-resistant hash function Hash(.)” as random oracles are used.

Cr
Theorem. Advadversary

proposed DF3A scheme. Then, we can derive as follows:

denoted the capabilities of adversary in violating SK security for the

2
Adv’R < b4 2max {C.qP3,,, s, 208 (16)

adversary = |pash| send’ 513 ? ol

Qsend»> Qn, Hash, and qp, are the send(.) query, the range space of hash function h(.), the number
of Hash query, and also, s,C, L,,, [,,, are Zipt’s parameters.

Proof. We present the sequence of four games namely GM; (i€[0,3]). We denote that
Adv’os . All GM; are described as following:

adversary,GM;

Game GM,: This game is based on an actual security attack carried out by the adversary in our
protocol. The bit ¢ is randomly generated before the beginning of GM,. Based on the GM,, we
obtain the following result:

AdvCR

adversary

= |2. Adv’R 1 (17)

adversary,GMy

Game GMy: GM, is considered that the adversary executes the eavesdropping attacks in which
the exchangd messages are intercepted between Flgl, FL% using Execute(.) query. Moreover, the
adversary performs Reveal(.) and Test(.) queries to derive a SK. The output of these queries
determines whether the adversary obtains the sensitive knowledge and Cy between F;fq, Féz. To
derive a Cg, the adversary needs to the random nonces {RN s RN,,} and the secret credentials



18 S. Fathenojavan / JAC 56 issue 2, December 2024, PP. 1-23

{xg, S1,So}. Hence, the adversary’s probability to win game GM; by performing the eavesdropping
attacks is not at all increased. We derive the following result:

AdvCR = AdvCR

adversary,GMg adversary,GM,

(18)

Game GM,: This game is modeled as the passive/active attacks by using send() and Hash
queries. In this game, the adversary can eavesdrop the exchanged messages {M,M"} during the
authentication and key agreement process. All messages are protected utilizing a h(.). in addition,
random nonce {Ag, Iz} not compromised from the exchanged messages because Aj is protected
due to ECDLP hard problem and Jy is policy of access structure to control access. we get the
following result:

Cr _ Cr
IAdvadversary,GMz Advadversary,GMl I
2
Iy pdyPrP (19)
) | hash | adversary

Game GM3: In this final game, GM; is modeled the simulation of the Corrupt § (.) and CorruptR(.)
queries. The adversary cannot distinguish the secret values xp, 51, Sy because of the difficulty of

the elliptic curve discrete logarithm problem , therefore, the probability of guessing the secret key
1

1
and —-.
213

of R is [; and the secret keys of § is [, and l; by the adversary approximately 2% 55

Consequently, GM, and GM; are indistinguishable if the offline or online attacks are not
successfully implemented. Hence, we obtain the following results:

Cr _ Cr
|Advadversary,GM3 Advadversary,GMz |
<lic DS 4ps 4ps 4Ds + AdvDLP (20)
= Asend- 2l1 7 plp ? pl3 adversary

After GM, — GM; are performed successfully, the adversary tries to guess the valid ¢ bit to win
the games by using Test(.) query. Therefore, we obtain the following result:

1
AdvCR = (21)

adversary,GM3 2

By combining (1),(2), and (5), we obtain the following result:

1
= Cr _ Cr
2 Advadversary,GMg - Advadversary,GMo

1 1
—~ §| = |AdeR - (22)

adversary,GM; ~ 2

By combining the triangular inequality with Eqgs.(3),(4), and (6), we obtain the following result:
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1

- Cr _ Cr _ Cr
2Advadversary - |AdvadversaryGM1 Advadversar GM3|
CR _ Cr
= |AdvadversaryGM1 AdvadversaryGle
CR _ Cr
+ |AdvadversaryGM2 AdvadversaryGM3|
2
dn ps 4ps 4ps 4ps
< P . q d’ _l _’ -1
~ 2|hash| sendr 2l ? 2l ” 2ls
DLP
+ ZAdvadversary (23)

We obtain the following result:

2
c an dps 4ps 9ps
Advagversary = Ihashl + {C' q.?es;ld' 211 ) le ’ 2_13 } + 5() (24)

Finally, we prove the semantic security of the proposed protocol using the RoR model. o

5.4 Comparative analysis

Most of the customers have limited resources. Hence, it is very important to have a realistic
performance analysis in the security protocols. In this section, we give a performance analysis of
DF3A in terms of store requirement, computational cost, and communication overhead to
demonstrate its practicality in real-world scenarios. in this section, we demonstrate the detailed
comparative analysis of DF3A with related scheme’s M. Ibrahim et al. [24] in terms of “security

2% <¢

functionalities”, “communication overhead”, “computation costs”, and “Storage requirement”.

Communication overhead: We calculate the total bits transmitted during the communication to
compare the communication cost of M. Ibrahim et al. [24]. We assumed that |A;| = 10, |4,| =
10, | K, | =10, n=100and size of message=M=10B. These parameters are very large
compared to elliptic curve private key of 160 bits for q and 512 bits for p in our basic and extended

schemes. The total communication cost of the existing and proposed schemes is as presented in
Table 3.

Table 3. Communication overhead.

DF3A M. Ibrahim et al. [24] Protocol
2(|A,] + 2)|p| 2(|A,] + D|p] + 1q| = 11424 bits RA-> R
= 12288 bits
2(2|p]) = 2048 bits _ 5> RA
_ 2|p| + |q| = 1184 bits R - RA
_ |p| per user = 51200 bits RA- 6
2(14uDlpl + lql Im| + (2|4, + 5)Ipl + Iq] R-§
= 10400 bits =m+ 12960 bits
|q] = 160 bits _ >R
24,896 bits M + 76,768 bits = 76,848 bits Sum

Computation overhead: We assumed that |A;| = 10, |4,| = 10, | K, | = 10 and n = 100.
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Table 4. Computation cost of different cryptographic operations mapped to the computation time
of one-way hashing operations.

Symbol Description Cost
Ty Execution time of one hash invocation T,
Toum Execution time of one modular multiplication 2.5T,
Thna Execution time of one modular addition 0.3T,
Texp Execution time of one modular exponentiation 600T,
Tiny Execution time of one modular inverse 200T;,
Tocsm Execution time of one scalar multiplication 72.5T
va Execution time of one point addition 13T,
Tpair Execution time of one elliptic curve pairing 1550T,

Table 5. Concrete evaluation of the computation cost mapping to the time taken by one SHA-1
hash operation as the time unit.

DF3A Ibrahim et al [24] Protocol

(2 +|Au|)Tecsm =(2+|Au‘)72-5Th:870Th Z(Tmm) + Z(Tma) + S(Texp) R

+ |Au|(Tecsm)
= 3005.5T), + (|4,])72.5T, = 3,731T,

2Tecsm)=145T, Ko (T) + (4 + K (Tewp) ) + 8
Ky(Tpair) = K (2.5T) + ((4 +

Ku)(600Th)) + K, (1550T},) = 23,925T,

2+[AuDTecsm=2+|Au)72.5T, =870T, ((4’ + Ku)lAul)(Tmm)) + (1ALl (Ky — RA
1)(Tma)) + 4‘(Texp) + |Au|(Tecsm): ((4‘ +
Ku)lAul)(ZSTh)) + ((lAul(Ku -
1)(0.3T},)) + 4(600T},) + |A,|(72.5T,) =
3,502T,

870T,, + 145T,, + 870T,, = 1,885T), 3730.5T,, + 23925T, + 35027}, Sum

= 31,158T),

Storage overhead: The Storage required by the registration authority RA = (|Au|) | Q| +
n | p | bits, customer S = (n + 2|AS|)|p| bits and Storage required by the customer or user U =
lq] + 2(JAU| + 1)|p]| bits.

The customer DF3A protocol stores two series values s, s; and two points S, , S; in its Storage,
it stores three points of customer 74, < SIDg and C; in its Storage. The node and the registration

authority keep the two points S, , S; sent by the customer. Detailed calculation of these values is
given in Table 7.

Table 6. Storage requirement symbols.

Size of Customer’s attribute lql bit
Customer’s ID |p| bit
output Mix-net Size of Ip| bit

The public key of each attribute 2|p| bit
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Attribute of the customer 2|p| bit
The number of customer attributes |Au|
The number of customer attributes |As|

The following assumptions are used for non-parametric comparison of two protocols.
|Ag| = 10; |[Ay| = 10; | K, | =10 ; n= 100

Table 7. Storage overheads.

Protocol ) R RA Sum
Ibrahimet | (n lq] |AU||q| + 61440+11424+52800=125,664
al [25] + 2|ASDIpl + 2(|AU| nlp| =
= 120|p| + 1)|p| 10]q| +
=1q| 100|p|
+ 22|p|
DF3A | 2(2|p) 22IpD 2(2|pD 2048+12288+4344=18,680
+ 2|q| + 2|AU||p| = 4|p|
= 4|p| + 2|q| | = 24|p|

6 Conclusion

In this paper, we presented the design of a Data Fabric with Attribute-based Authentication and
Access Control (DF3A), featuring a dedicated layer for access control and authentication. Inspired
by the attribute-based authentication protocol of Ibrahim et al., our proposed architecture
overcomes the security vulnerabilities identified in their scheme. DF3A ensures essential security
requirements such as mutual authentication, anonymity, untraceability, and enhanced security
capabilities. By relying exclusively on elliptic curve mathematics and the hardness of the elliptic
curve discrete logarithm problem, the architecture achieves lightweight and efficient
computational overhead, making it particularly well-suited for resource-constrained environments,
such as the Internet of Things (IoT).

In DF3A, tokens are generated for each customer based on their attributes, enabling mutual
authentication where the customer authenticates the data store, and the data store authenticates the
customer. The proposed architecture demonstrates resilience against various security threats and
has undergone thorough analysis. Formal verification using the Real-or-Random (RoR) model
confirmed session key security, while informal analyses established resistance to attacks such as
impersonation, customer collaboration, desynchronization, and tracking or tracing. Moreover,
DF3A ensures confidentiality, availability, anonymity, untraceability, and perfect forward secrecy.
With its strong security guarantees, low computational costs, energy efficiency, and economic
feasibility, DF3A offers a sustainable and practical solution for modern data fabric applications.
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